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Trends:

- Personalised Health von zunehmender Bedeutung
 Gesundheitsdaten elektronisch

- Datenaustausch organisationsubergreifend

Resultierende Anforderungen:
- Datenschutz, Cybersecurity
«  Semantik

Zweifelsfreie (elektronische) Personsidentifikation
fur Personalised Health unabdingbar!



Rechtliche Basis

Osterreich (http:/iwww.ris.bka.gv.at))
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Gesundheitstelematikgesetz (GTelG 2012)
Datenschutzgesetz (DSG 2000)

e-Government-Gesetz (E-GovG 2004) samt
e-Gov-BerAbgrV und GleichwertigkeitsVO

Europaische Union (http://eur-lex.europa.eu)

Patients’ rights Directive (2011/24/EV)

elDAS-Regulation (910/2014 - electronic identification and trust services for
electronic transactions in the internal market)

Data Protection Regulation —in Arbeit, Ratsbeschluss liegt vor

Praxiserprobung: die EU Large Scale Pilots epSOS und STORK
und verwandte Aktivitaten (https://lec.europa.eu/digital-agenda/en/large-scale-pilot-projects)
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Persons-/Patienten-ldentitier: =4 For cesunpner
elD in eGovernment und eHealth

Personssuche

>

Verschlisselung | Bereich ,Gesundheit®

1

eHealth

Stammzahlregisterbehoérde
als ldentity Provider fur eGovernment und auch fur eHealth
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epSOS Pilot Scenarios

Patients have the

opportunity to use cross-

border eHealth Services,

which will be tested in the i
4

- epS0S Participating Nation

- Participating Nation with
Patiant Summary Pilot

- Partiapating Nation with
ePrescription Pilot

- Participating Nation with
both Pilots

following areas:

In a first phase:
« Patient Summary

» electronic Prescriptions
(ePrescription / eMedication systems)

In a second phase:

« Integration of 112 emergency services

« Integration of the European Health Insurance Card (EHIC)
- Patient access to data
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...iIs a standardized set of basic patient data, which
Includes the most important clinical facts needed to
ensure safe and secure healthcare.

The epSOS Patient Summary consists
of the following data sets:

epSOS Patient Summary

I eps0S Particlpating Nation

- Participating Nation with
Patiant Summary Pilot

« General information about the patient
* A Medical Summary
« Alist of the current medication

« Information about the Patient Summary
itself
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...Is In general a service that is made up of electronic
prescribing and electronic dispensing.

-epSOSParﬁcipxtingNalion eDiSpenSing:
- Participating Nation with
eDispensation Pilot

meaning the electronic retrieving of an

» ePrescription, dispensing the medicine to the
patient as indicated and electronically
reporting about the medicine dispensed.

epSOS ePrescription

ePrescribing:

P ©pSOS Participating Nation

I o Naton it meaning electronic prescribing of medicine

- using software and transmitting it to the
pharmacy where it is being retrieved.
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EU LSP STORK

Large Scale Pilot
sSecure Transactions across borders linked*

Quality of Authentication Assurance (QAA) and elD

Stork 2.0 is an EU co-funded project INFSO-ICT-PSP-297263 10
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B Early birds started late 1990’s early 2000
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National elDs landscape

B Heterogeneous in various dimensions

— Technology
o Smartcards: AT, BE,EE, ES, FI, GE, IT, PT, SE,
o Mobile elD: AT, EE, Fl, LU, NL, NO, UK, ...
- sorteextif - ES, SE, SI, ...

o usern./pagg N
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Austria Different technologies
ic - and security levels:
s L - Smart cards

\ - Software certificates
/ * Mobile Phones
Spain ) Erance « Username-password

1,2,3,4 s 0,1,2,3
Sweden Germany
1,2 0,1,2,3
The
Nederlands
1,2

Stork 2.0 is an EU co-funded project INFSO-ICT-PSP-297263
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STORK QAA level Description
1 No or minimal assurance
2 Low assurance
3 Substantial assurance
4 High assurance

(Source: STORK D2.3 — Quality authenticator
scheme)

Stork 2.0 is an EU co-funded project INFSO-ICT-PSP-297263 14
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Technical factors influencing STORK QAA levels

# of Smar mobile soft.- qualified cert isa SSCD  public sector private sector
cred. tcard elD certif. ~ (signature-cert)
Austria 3 yes yes - all all yes yes (all.
qual.c.)
Belgium 1 yes - - all all yes -
Estonia 2 yes yes - all all yes -
Germany 1 yes - - optional all yes é?lpatl..certs.)
Finland 1 yes - - qualified all yes -
Iceland 2 yes - - all all - yes
Italy 2 yes - - all all yes yes (sig.-card)
Lithuania 1 yes - - all all yes -
Luxembourg 3 yes yes - all all - yes
Portugal 1 yes - - all all yes -
Slovenia 3 yes - yes all yes (QAA4) Yes yes

Spnain 1+80 ves - ves all VS (OAA 4) VeSS (OAA 2.4 VES (OAA 2-4)
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Influencing STORK QAA levels

STORK-QAA Levels

Assurance Levels for the
Registration Phase (R) Assurance Levels for the
Electronic Authentication Phase (A)

Quality Levels of the Quality Levels of the
Identification Entity Issuing Quality Levels of the
Procedure (ID) the Credential (IE) Security of the Authentication

Mechanism (AM)

Quality Levels of the
Credential Quality Levels of the
Issuing Process (IC) Type and Robustness of
the Credential (RC)

(Source: STORK D2.3 — Quality authenticator scheme)

Stork 2.0 is an EU co-funded project INFSO-ICT-PSP-297263 16



Technical & organisational
assessment of STORK QAA levels
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Assurance Levels for Electronic Authentication phase
EAl EA2 EA3 EA4
RP1 | STORK QAA | STORK QAA | STORK QAA | STORK QAA
Level 1 Level 1 Level 1 Level 1
Assurance RP2 | STORK QAA | STORK QAA | STORK QAA @ STORK QAA
Levels for Level 1 Level 2 Level 2 Level 2
REE;“"““““ RP3 | STORK QAA | STORK QAA
phase Level 1 Level 2
RP4 | STORK QAA | STORK QAA
Level 1 Level 2

(Source: STORK D2.3 — Quality authenticator
scheme)

Stork 2.0 is an EU co-funded project INFSO-ICT-PSP-297263

17
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Approach: Mapping to QAA levels

p— ' National Levels
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B Six pilots live as “pioneering applications” 4
® Online authentication
m Safer Chat )

e
m Student Mobility
=] I
m eDelivery
e
m Change of Address Affili
o LopHd e
m ECAS
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STORK 2.0 project ey e

STORK 2.0
STORK_Z.O | | Europe
Secure idenTity acrOss % o
boRders linKed 2.0 T e

3 year duration:
from 2012 to
2015

19 participating
countries

58 partners

20
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STORK 2.0 will contribute to the realization of a single
European electronic identification and authentication area

by:

— building on the results of STORK

— establishing interoperability of different approaches at
national and EU level, elD for persons, elD for legal
entities and the facility to mandate

21



Work packages in STORK 2.0 E BUNDESMINISTERIUM

Work
packages
WP1

WP2
WP3

WP4
WP5
5.0

5.1
5.2
5.3
5.4

WP6
WP/
WP8

Description

Project Management
Existing Infrastructures & Resources
Legal & Trust Analysis

Common specs & Building Blocks
Pilots
Pilots Coordination

eLearning & Academic Qualifications
eBanking

Public Services for Businesses
eHealth

Pilots Evaluation

elD as a Service Offering
Marketing, Communication &
Dissemination

WP Leader

Atos
IST
TIME.LEX
MINHAP

Atos

ES UJI
BUAS
IC
BMG / TUG

VKA/HEC
BUAS/UK CO
SU

22



STORK 2.0 eHealth Pilot O

eHealth - Objectives

 The pilot is fully in line with Key Action 13 “Undertake pilot
actions to equip Europeans with secure online access to their
medical health data by 2015” of the Digital Agenda as well as
with the patients’ right of getting access to their personal
medical data in crossborder healthcare as a topic in the EU
Directive 2011/24/EU.

« The pilot leverages the existing STORK infrastructure to
processing medical data, i.e. an area with the highest data
protection requirements due to special categories of data that
receive particular protection under the Data Protection Directive
95/46/EC.

23
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1. Service (Use Case) 1 : Citizen (Patient) Access
1.  Access to medical information of a citizen
2.  STORK Partners contributing: Austria, Italy, Turkey (testdata), Switzerland, UK

2. Service (Use Case) 2: Citizen (Patient) Access with Delegation of
Patient Rights
1. Access of medical information of a delegated citizen
2. E.g.inAustria: change of attributes and permissions (eg: HCP, Consent, ....)
3.  Pilot Partners contributing Austria,ltaly

3. Service (Use Case) 3: Exchange Attributes about a Healthcare
Provider (HCP-in the first step: Medical Doctor)

1. Exchange of HCP attributes and roles to check if the person is an HCP in her/his
home country

2. Pilot Partners contributing: Austria, Sweden, Switzerland

24



epSOS OpenNCP —> STORK-elD
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Mational/Regional Infrasiructure
(epS0S consurmer domain)

OpenNCP
g @ outbound inbound
.—_& © 3 atewa atewa
=S \\ g Yy g y
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HOW TO GET Sl
INVOLVED...

 Visit STORK 2.0 website www.eid-stork2.eu !

o Subscribe to STORK 2.0 Newsletter!

« Participate & “like” Stork elD Facebook page!

 “Follow” us on Twitter @StorkEid !

« Connectto Stork 2.0 EID LinkedIn page!

* Registerin STORK 2.0 online groups!

e Contact us at info@eid-stork?.eu !
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* Rechtliche Basis fur hohere Sicherheit und Zuverlassigkeit
Im Bereich der Patientenidentifikation liegt national und auf
EU-Ebene vor

+ Entsprechende eGovernment- und eHealth-Konzepte
wurden EU-weit getestet und sind praxistauglich

« elDs auf unterschiedlichen Qualitatsniveaus
(Beachte: Begrifflichkeiten)

» Aufholbedarf in der flachendeckenden elD-Implementierung
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Weitere Informationen:

Bundesministerium flir Gesundheit

office@ehealth.gv.at
+43 1 71100 4195

http://www.bmg.gv.at
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