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Creative Thinking

“Problems cannot be solved at 
the same level of consciousness 
that created them.”

- Albert Einstein
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Creative Thinking

Son of Irish immigrants; born 1962
Entered USAF in 1980 – retired in 2000
Detailed to NRO from 1995 to 2000
A SIGINT specialist with broad access
– Cryptography training

Lived in Bowie, MD
Father of four
Worked for TRW, pending clearances
for renewed access to NRO
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Creative Thinking

“All important company secrets are in a 
computer...somewhere.”

Web

Email

IM

USB

Clipboard

FilePrinter
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Protect From Cyber Threats

If you can’t do all of them equally 
then you have to compensate in other areas
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Protect From Cyber Threats
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Accurately Judge Trustworthiness

People
– Employees
– Contractors
– Service providers
– Anyone with legitimate access to the computer 

Software & Hardware
– All software runs at the privilege level of the user who clicked it or 

started it
– Hard drives, USB, etc. attached to the machine run at the privilege level 

of the computer system itself

Accurately 
Judge 
Trust

TPM
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http://upload.wikimedia.org/wikipedia/commons/8/85/Polygraaf.PNG

Accurately Judge Trustworthiness

Standard measures
– Incentives for new-hire referrals
– Criminal background check
– Reference check
– Financial check
– Periodic reviews
– Academic verification

Technology measures
– RSA
– PKI
– SSL

Aggressive Measures
– Polygraph
– Full Scope Background investigation

Accurately 
Judge 
Trust

TPM
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Accurately Judge Trustworthiness

Paradigm shift

“Judging trustworthiness is currently geared 
only to evaluating behavior in the Brick & 

Mortar world.”
- Dr. Joseph Krofcheck

Accurately 
Judge 
Trust

What behavioral shifts might we be missing?

TPM
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Accurately Judge Trustworthiness
Accurately 
Judge 
Trust

Behavior Shift

Less than 1 in 10 teenagers perceives any 
kind of moral issue with trading copyrighted 
music online

“Could the effects of conditional morality enable the 
compartmenting of actions?”

TPM
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Accurately Judge Trustworthiness

Behavior Shifts

Sexting

“Friending”

Online Dating

Accurately 
Judge 
Trust

TPM
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Accurately Judge Trustworthiness

Behavior Shift 2008-2009

59% of employees who lost or left their jobs took 
electronic versions of confidential data with them

88% of IT Administrators said they would take data with 
them if they were laid off or fired

Predictive Injustice

Accurately 
Judge 
Trust

TPM
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What Can be Done?

Hope is NOT a Strategy!!
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Right Size Permissions

Standard measures
– Badge access
– Password Protection
– Role-based security

Aggressive Measures
– Mandatory access controls
– Biometrics
– Security Stations

Provide the amount of permission necessary 
to securely accomplish the required task

Right 
Size 
Permissions

TPM
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Right Size Permissions
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What Can Be Done?

Supplants draconian cyber security measures

Maximizes cyber technological capabilities

Protects pro-actively (before incident response)

Reduces the security tax

Protects company’s investment in employees

Supplants draconian cyber security measures

Maximizes cyber technological capabilities

Protects pro-actively (before incident response)

Reduces the security tax

Protects company’s investment in employees

JUST-IN-TIME CYBER SECURITY

Right 
Size 
Permissions

TPM



Page 21
Cyber Threat Management Strategies

“If your CSO says that you have not been 
penetrated [no security breaches] you need 
to get a new CSO”

-General Pace (former Chairman, Joint Chiefs of Staff)

Industrial Age

Visibility

Digital Age

Technology

Restored Visibility

Effective Monitoring
Effective
Monitoring TPM
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Server Clusters
Web

Mail

Files

ANS

User Clusters
Intrusion Detection

IDS

IPS

DPI

Deep Packet Inspection

Intrusion Prevention

User Clusters

Audit logs

User Clusters

Antivirus

Audit logs

Antivirus

Antivirus
Audit logs

Audit logs

Perimeter

Effective Monitoring
Effective
Monitoring TPM
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4/9/2010

Effective Monitoring

SEI Insider Threat Workshop
– http://www.cert.org/insider_threat/

Carnegie Mellon

Understanding that technology is an enabler

Technical Observables
Unmet ExpectationsUnmet Expectations

PrecursorsPrecursors

The ActsThe Acts

Theft/DamageTheft/Damage

PredispositionsPredispositions

Effective
Monitoring TPM
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Effective Monitoring
Effective
Monitoring TPM
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Effective Monitoring

Social Engineering – Through many avenues

– Email
– Instant Messaging
– Chat Rooms
– Blogs
– Online Gaming
– Online Dating
– Hardware

Can adversely 
affect computer 
security

Effective
Monitoring TPM
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Effective Monitoring
Effective
Monitoring

Why is it hard to catch a cyber spy?

TPM
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Effective Monitoring

Must provide unambiguous and irrefutable 
attribution for all user activity

Must provide context to discern malicious or 
benign user activity

Must recreate user activity that is normalized 
for review by non-technical people

Must support judging trustworthiness and 
right-sizing permissions

Effective
Monitoring

><BAD

TPM
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Protect From Cyber Threats

If you can’t do all of them equally 
then you have to compensate in other areas

Right
Size 
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TPMTrustTrust PermitPermit
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Thank you.


