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., the same level of consciousness
- 4 that created them.”

- Albert Einstein
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Creat|ve Th | N kl N g Information Systems

= Detailed to NRO from 1995 to 2000
= A SIGINT specialist with broad access

— Cryptography training ﬂ / H_' \_
= Lived in Bowie, MD et T ]
656 WF-221476 g
a Father of four »EBl WFO 08-23-2001 o

= Worked for TRW, pending clearances
for renewed access to NRO
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“All Important company secrets are In a
computer...somewhere.”
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Protect From Cyber Threats information Systems

W

ACcUurately, RIght
Judee Siize
Trustworthiness Darmissions

Effective
Monitoring

If you can’t do all of them equally
then you have to compensate in other areas
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Accurately Judge Trustworthiness information Systems
Accurately
Judge T
= People T
— Employees
— Contractors

— Service providers
— Anyone with legitimate access to the computer

s Software & Hardware

— All software runs at the privilege level of the user who clicked it or
started it

— Hard drives, USB, etc. attached to the machine run at the privilege level
of the computer system itself
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Accurately Judge Trustworthiness information Systems

Accurately
Judge T

FBI Background Check Transmittal Form Trust
‘8 TYPED o PRINTED CLEARLY m BLACK m.

ALL FORMATION WUET B2 TYP

Secwity &

— Incentives for new-hire referrals
— Criminal background check

— Reference check

— Financial check

— Periodic reviews

— Academic verification

Tow Sre b gt o

= Technology measures -
_ RSA RSA Securll
— PKI
— SSL

= Aggressive Measures

— Polygraph
— Full Scope Background investigation
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Accurately
Judge T

Trust

“Judging trustworthiness is currently geared
only to evaluating behavior in the Brick &

Mortar world.”
- Dr. Joseph Krofcheck

What behavioral shifts might we be missing?
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Accurately

E— Judge T
Trust

Silicon Alley Insider N\/" Chart of the Day

€ U.S. Children Who Own Mobile Phones, By Age, 2005 Vs. 2009

Kir (% of respondents)

m l 40% Source: MEI's "American Kids Study” (5,000 participants); via eMarketer
B2005 W2009

35%

30%

@ e
.
S,

R

25%
20%

15%

“Coul 1%
5%

Jle the

0%

6-7 years old 8-9 years old 10-11 years old

Cyber Threat Management Strategies
Page 11



Raytheon

Intelligence and

Accurately Judge Trustworthiness information Systems

Accurately

No Pants 2010 NYC Reports Judge T

January 10, 2010 in News. 234 Comments TrUSt

Sexting" Shockingly Common Among Teens
Latest Case Involves Three Teen Girls In Pa. Who Sent Nude Pics To T
LY L\ Fontsize (= Print ™ E-mail

(CBSI AP) While it may be shocl
sending nude pictures via text me
for high schoolers around the cou

This week, three teenage girls wh
cell phone pictures of themselves
western Pennsylvania high schoo
with child pornography.

In October a Texas eighth-grader
detention center after his football |
cell phone that a fellow student se

x Onlin

Roughly 20 percent of teens adm
according to a nationwide surve

Photo by Katie Sokoler VIDEO

; Support Teen and Unplanned Pre
Dangers Of Teen 'Sex-ting'
The 9th Annual No Pants Subway Ride what teens call "sex-ting" is the act of sharing "This is a serious felony. They col

It's tough to count, but we're guessi nude or partially nude photos via cell phone text CBS News legal analyst Lisa Bl
message. As Harry Smith reports, few realize Pennsylvania.

} i breaking i !aw_ But. Bloom added. "What are we
The high was 28 degrees. There were also No Pants rides in 43 other cities around

met at meeting points spread out all ¢

the world in 16 countries!
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Judge T

Trust

= 59% of employees who lost or left their jobs took
electronic versions of confidential data with them

= 88% of IT Administrators said they would take data with
them if they were laid off or fired m

= Predictive Injustice
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_WhatCanbeDone? oo

Hope iIs NOT a Strategy!!
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Right Size Permissions Information Systems

— Password Protection
— Role-based security

= Aggressive Measures
— Mandatory access controls
— Biometrics
— Security Stations

Provide the amount of permission necessary
to securely accomplish the required task
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Right Size Permissions Information Systems

= Deloitte

| K|

Upmarket Flat Displays
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Right Size Permissions Information Systems
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Right Size Permissions Information Systems

E-SPIONAGE

A BUSINESSWEEK INVESTIGATION

The U.S. military
created the Internet.
Now the Web may be
turning against its
maker. As America
fights to protect itself,
we uncover startling
new instances of cyber
spies targeting the
government and trace
the path of a pernicious
attack aimed at defense
consultant Booz Allen.

5495
0 ||I|M‘!M1S

ll N 16>
24 7|I|

8!
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Right Size Permissions Information Systems

A BH“_I_IANT FAKE The bogus e-mail aimed at Booz Allen Hamilton

=Y
From: “Stephen J. Moree" il beiserdonill Stacinmpns S salte
Reply-To: "Stephen J. Moree" & s vl gl ol
Date: Wed,5 Sep 2007 08:22:21 +0800
To: ¥ mufer= it pm=

Subject: India MRCA Request For Proposal

Sir,
This morning (28 Aug) we received the 211 page India Multi-Role Combat Aircraft |
(MRCA) Request for Proposal (RFP). The major RFP points are: |

- 126 aircraft (86 single seat/40 dual); 18 built by OEM, 108 co-produced in India

-1 or 2 engines; 14k-30k kg (30.9k-66.1k Ib) max weight

- Active AESA radar capable of targeting 5 m2 at 130km (80.8 miles)

- 24 month fixed price validity of offer; option for 63 aircraft good for 3 years (fixed

price)

- 50% Offset requirement

- Aircraft delivery to begin 36 months from contract, co-production begins 48 |

months from contract
|
|

- Tech transfer is broken into 5 categories, 60% is the highest percentage

- Performance Based Logistics (Life Cycle costs) are addressed, but India may/
may not use as a final determiner

- Integrate US, Russian, and Indian weapons and avionics

- Source code given to India for indigenous computer upgrade capability

IAW the Teaming Directive |'ve attached a copy of the complete RFP; however, we
will provide a more detailed summary after our Teaming Meeting. We'll include this
development in the SAF/IA Update and Friday's CSAF Update slide.

vr
Steve

Stephen J. Moree
Northeast Asia Branch Chief
SAF/IA Pacific Division

CONFIDENTIALITY NOTICE: This electronic transmission is "For Official Use

Only” and may contain information protected from disclosure under the Freedom
of Information Act, 5 USC 552. Do not release outside of DoD channels without
prior authorization from the sender.
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Wh at Can B e DO N e’) Information Systems

JUST-IN-TIME CYBER SECURITY

= Supplants draconian cyber security measures

= Maximizes cyber technological capabilities

= Protects pro-actively (before incident response)

= Reduces the security tax

= Protects company’s investment in employees
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Effective Monitoring information Systems
“If your CSO says that you have not been Noritorng TPM

penetrated [no security breaches] you need @
to get a new CSO”

-General Pace (former Chairman, Joint Chiefs of Staff)

Restored Visibility
Visibility AR

Industrial Age Digital Age
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_Effective Monitoring ______wemsieniyems_

Effective
Monitoring M

N

&) w
| B Server Clusters |

Web

A g Mail

Files Perimeter

AN
D>

Intrusion Detection

Intrusion Prevention

Deep Packet Inspection

- @% :

°o° . User Clusters
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Effective Monitoring Information systems

Carnegie Mellon Effective

Monitoring

— http://www.cert.org/insider threat/

cent

~—  Predispositions

v

The Acts
Theft/Damage = = [ EESmm. <

Understanding that technology is an enabler
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Effective Monitoring information Systems

Effective
Monitoring M

_-. 'J 4
Hawmhmp the Spies, 'Tl..rr wists, Hackergang El‘lﬂllmﬂ‘-
You Don’t Even Know Y du Eocounter Every Day

IRA WINKLER

Cyber Threat Management Strategies
Page 24



Raytheon

Intelligence and

Effective
Monitoring M

m SO0Clal Englineering — Through many avenues

— Emall

— Instant Messaging
_ Chat Rooms Can adversely

— Blogs affect computer

— Online Gaming security
— Online Dating
— Hardware
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Effective
Monitoring M

Why is it hard to catch a cyber spy-
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Effective Monitoring information Systems

.

Must provide unambiguous and irrefutable
attribution for all user activity

Effective
Monitoring M

= Must provide context to discern malicious or
benign user activity

= Must recreate user activity that is normalized
for review by non-technical people

= Must support judging trustworthiness and
right-sizing permissions
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Right
Size

rmissions

If you can’t do all of them equally
then you have to compensate in other areas
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Thank you.
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