


EHR: System Architecture and
Systems Security — An Analysis
of Interdependencies

SBA Research &
Vienna University of Technology

Edgar R. Weippl




Typical Security Errors
in Large-Scale Systems

SBA Research &
Vienna University of Technology

Edgar R. Weippl



Basic Architectures

SBA
Research

\Y

http://datacenterpost.com/wp- http://www.futuretimeline.net/subject/images/computer-
content/uploads/2014/11/mainframe-apps.jpg storage-timeline.jpg



Basic Architectures

SBA
Research

\Y

http://www.datacenterknowledge.com/wp- http://conversation.which.co.uk/wp-
content/uploads/2013/07/cloud-vm-movement.jpg content/uploads/2011/03/peer-to-

Nutterstock 563194 NO)



Architectures

Centralized Distributed

Historic

SBA
Research

\ ©




Architectures
| |centralized  |Distributed

Historic Mainframe Client-Server
* Admins understand systems ¢ Admins understand systems
and can observe everything and can observe servers and
* Server-based security communication

* Decentral / private data

Cloud Computing P2P / Grassroots Infrastructure
* Internals hidden / protected® ¢ Trust in majority
Arms race in analysis e Sybil attack
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o Use timing side-channel to count hosts




Co-residence Testing

o Place prober on same host as victim
e Checkif TTL scan to victimis O

o Check patterns to prober via interrupt-based
side-channel

o If both pass — attacker is co-resident with
victim
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Data Deduplication

At the server At the client

— Same file only stored  — Calculate hash or
once ~ other digest
— Save storage spaceat — Reduce
server

communication
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Re-Evaluation 2014

AN

Application Account Hijacking Unrequested SMS Enumeration Other Vulnerabilities
eBuddy XMS = yes (no) yes yes no
EasyTalk yes* (yes) yes yes no
Forfone = yes (no) yes yes no (yes)
HeyTell yes no limited no
Tango yes yes yes no (yes)
Viber no yes yes no
WhatsApp = NO (yes) yes yes no (yes)
WowTalk yes yes yes no (yes)
fring no yes yes no
GupShup no yes yes no
0 hike no yes yes no
o JaxtrSMS no* yes no no
g % KakaoTalk no yes yes no
VY2 Line no yes limited no
@ Samsung ChatOn no yes yes yes
textPlus no yes yes no

WeChat no* yes limited no
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Take Aways

* Implement or improve monitoring
— Typical rates of queries
— Amount of storage allocated
— Reuse statistics for data duplications

* Analyze attack surface
* Active probing
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Historic Mainframe Client-Server
* Admins understand systems ¢ Admins understand systems
and can observe everything and can observe servers and
* Server-based security communication

* Decentral / private data

P2P / Grassroots Infrastructure
* Trust in majority
Sybil attack

Cloud Computing
* Internals hidden / protectec
Arms race in analysis
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