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Session Objectives

We will cover important aspects of agility and tech enablement in internal audit practices, including:

» ldentifying scenarios where technology and risk evolve to impact business risk and the required internal
audit activities (signals observability, continuous monitoring, etc.)

» Proactive strategies to enable internal auditors to plan and execute with agile techniques and
technology solutions

» Overview of real-life scenarios, approaches, and solutions from across industries

» Forecast of short- and long-term opportunities for internal auditors, with a focus on analytics,
automation, and artificial intelligence
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Moderntechnology evolution

The 2023 US Technology Survey Report provides an outlook
on the digital plans and priorities of US organizations, reflecting
data from 400 US enterprise technology leaders.

Al /machine learning (including generative Al)

Robotics /automation

VR /AR (including the metaverse)

Edge computing (includng loT) 38%

650/ Quantum computing 38% The mostimportant
o technologies for US
businesses achieving
5G their short-term

06%

Web3 (including tokenization)

say the returns from
digital
transformation
investments had
exceeded their
expectations.
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Al is seen as the
most important
technology for
achieving short-term
ambitions.

The number of
businesses with
leadership buy-in for
emerging tech has
more than tripled
from 10% to 32%.

45%

have increased
profitability or
performance
from digital
transformation
investments.

say in comparison
to last year, they
areexpected to do
more with less
budget.

Technology
functions lacking
coordination is
the #1 hurdlefor
transformation
progress.

Xaas technologies

Factors affecting US

businesses’ investment
confidence

ambitions over the next
threeyears.

Complex regulator
developments

Lack of understandingor
trust of new technologies

Geopolitical volatility

Cost escalation

Growing market
competitiveness/
falling sales

Economic uncertainty

Customer or shareholder
sentiment



Modern technology continues to change the risk landscape

1. Modern digital architecture
Digital tools, solutions, and processes that create 1. Modern G

the opportunity to treat compliance as code. E.g. / digital \ o,
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3. Compliance at scale —risk management

Compliance programs must scale and map to layers
of internal, external, and regulatory control
requirements.

KPMG

2. Requlation oversight and trust

Security Issue
Standards and | Management /
Certifications Remediation

Regulator

Tech Trust

REVES Culture

3. Artificial intelligence and machine learning

Low Code Process Quantum Big Data
Automation Automation Computing g




Inresponse, proactive and value-drivenrisk management must be
embedded intech-transtormationcycles

Objectives

Initiatives

0N

Provisioning risk
products and services

02

Starting the
transformation

03

Delivering the
transformation

04

Realizing the
transformation

&)

05 i

Sustaining, improving,
and monitoring

06

Continuing the
journey

e

Dynamic governance and
risk management practices

* Unified control
frameworks

» Governance and
compliance program
implementation

* GRC workflow tool
planning and optimization

Identify the threats, risks,
and compliance
requirements unigque to
the transformation project.

+ Current state gap and
maturity

* Requirements gathering and
mapping (policies, security
frameworks, and regulations)
Stakeholder awareness and
education training

Instill “compliance by
design” principles to
embed risk and
controls throughout
implementation.

Define and build elements of
the risk and control
framework (control packages)
Configure GRC workflow
tools and enable automation
Independent control testing
and remediation planning

Enable a culture of trust
through stakeholder
engagement, proactive
training, awareness, and
adoption of transformation
risk and controls.
|
* Customized coaching sessions
for control operators
Targeted check-ins or satellite
assessments to monitor
adoption
Stakeholder engagement and
reporting

Activate continuous risk and
control monitoring practices
to drive insights and risk
added value.

* Deploy KRI and KPI monitoring
through dynamic risk
assessment methods
Activate continuous control
monitoring program
Issue remediation project
management and validation

Align the organization’s
transformation strategy with a
risk and compliance roadmap
for a scalable and adaptable
risk program.

+ Develop multi-year risk and

compliance strategy

Draft the compliance roadmap
and business case for future
transformation needs

Advise on audit and reviews
from regulator, etc.




A digital trust framework may be employed to achieve sustainable

approachtorisk

A framework can be used to define digital trust goals
and help drive consistency throughout the
organization as modern technologies are evaluated

and operationalized.
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Cloud governance
and controls
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Product cyber
security and controls
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ISO 27001 and other

regulatory
compliance

SOC 1 or SOC2
assurance
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Professional and
community
involvement
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Responsible artificial
intelligence
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External trust

portal/transparency
on website

&

Technology
resiliency



~ Internal Audit Digitization



Internal Audit must deliver value as it aligns with enterprise technology

transformation

Internal Audit should leverage a
more agile and dynamic
approach to respond to the
organization’s changing

risk landscape and deliver on its
value promise to protect and
enhance organizational value.

Risk
Assessment
and Planning

Execution

Reporting

7 Y
v
Automated Risk
Assessment

G

Testing automation
bots

[

KPI/SLA insight
tracker

o
»:

Process mining

.
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-
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Continuous auditing
and compliance

Ll

Status
dashboarding

%

Unified controls
framework

N
-
-
L4

4

Artificial Intelligence

=

Other Expense
Optimization
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Automated risk assessment - risk assessment and planning g

Risk assessment solutions with built-in questionnaires defined based on relevant frameworks should be adopted. These solutions enable
continuous risk updates by participating members of the organization, who provide qualitative and quantitative responses. Such solutions
also provide external risk insights through which the company’s risk and compliance maturity scale may be benchmarked.

Automated Risk Assessment Overview

ASSGSSI‘ne nt Automates risk assessment processes and reporting

Customizable = Configurable surveys Risk Analysis Interactive Risk
taxonomies and features Review Results Analysis Reporting
Monitoring Intelligence
Ingests internal and external data to provide real-time Enhanced ability to connect multiple data sets to provide
monitoring and reporting comparisons and assign dollar values to identified risks
) @ ®
Interactive Risk External Internal ESG & Risk Dollar Automated ERA/SRA Peer
Risk Appetite Risk Risk Signals Quantification Insights Comparisons
Monitoring and Metric Metric Repositor Powered by
/ Trending Tolerance Insights Portfolio y Benchmarkin

Rannrtinn n
. < <
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Automated risk assessment - risk assessment and planning

SolutionOverview

Assessment

Automates risk ass

Our platform is built
within the Microsoft
Azure cloud, with

a.d d Itl(?n al_ survey an d Customizable Configurable surveys Risk Analysis Interactive Risk
visualization tools taxonomies and features Review Results Analysis Reporting

leveraged for user |

interface and reporting
capabilities. l l

nent processes and reporting

The solution provides
three sets of capabilities
through modules, which
can be selected in part
or whole to meet each
organization’s needs.

Monitoring

Ingests internal, external, and KPMG-curated data to provide
real-time monitoring and reporting

Interactive Risk External Internal ESG &
Risk Appetite Risk Metric Risk Signals
Monitoring/ and Insights Metric Repository
r;'end'ng Tolerance Portfolio
eporting

Intelligence

Enhanced ability to connect multiple data sets to provide
comparisons and assign dollar values to identified risks

®© ©¢ 0 o

Risk Dollar Automated ERA/SRA Peer
Quantification Insights Comparisons
Powered by

Benchmarking+

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.




Automated risk assessment - risk assessment and planning

lllustrative view of risk assessment completion process.

e an wircr m FIROL - AELON LTI P UpEL A FIULS A UL ST RAIUBY ASYENIIET I [
@ strategic v é : inherent  Inherent Risk Residual
IA Pilot - All but Technology Ass... O seeGuidance Lo Rk Adjustment Risk Score Residual Risk
@ Alignment and monitoring of strategic i... v
@ strategic development and deploy... S 5 likelihood likelihood
° <8 = within the = within the
Business continuity v - -
@ Contingency planning with COVID un... Alignment and monitoring of strategic initia... 200 L L0 e e
@ sustainability and continuity . ,
real risk or not real risk or not
@ Capital management ", Strategic development and deployment 200
@ Capital allocation and commitments next year next year
Y fon and change . To what extent do you feel there is risk related to Strategic development and deployment?
@ Pace of change and change in culture ...
@ Pace of change and change in culture ... Impact Likelihood
Relevant, noreal riskornot R
° likely within next year 2@ .
Cultural A
Internal Audit SOX ESG Legal
@ People and talent ~
Comments:
@ Finandial o
® Riskand compliance A
Close
-

KPMG

member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

) 1 strategic
@ 1.1 Alignment and monitoring of stra...
@ 1.1.1 Strategic development and deploy...
@ 1.2 Business continuity

@ 1.2.1 Contingency planning with COVID ...
@ 1.2.2 sustainability and continuity

@ 1.3 Capital management
@ 1.3.1 Capital allocation and commitme...
@ 1.4 1nnovation and change

@ 1.4.1 Pace of change and change in cult...

) 2 cuural
) 3 People and talent

) 4Financial

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent

1 Strategic *

1.1 and

\g of strategic initiatives *

1.1.1 To what extent do you feel there is risk related to Strategic development and deployment? *

Impact

Comment

Speed and success of strategic development and deployment

Likelihood

Comment




Automated risk assessment - risk assessment and planning g

)

[llustrative view of example dashboards generated as result
of risk assessment

Average Overall Score Total # of Domains Total # of Risks Highest Score Lowest Score
1.96 22 3.50 1.00

Top Risks by Domain (7) Risk Score Distribution Count
1ineovationand 6 Consumer behavior _; ppbers vendors,  7_Customer and Sakes
hed parties

Likelihood vs Impact (1)

e
7.0pecatonal

1A Pilot - Al but

Technology Assessment
_

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

Average Overall Score Total # of Domains Total # of Risks Highest Score Lowest Score

Risk Breakdown by Domain O High 10 critical risk, ely 10 Occur within the year. ®Some risk, low Hielhood within the year @ Relevant, no redd risk o not lely within next year ® Not relevant of no risk
4
Mgt Bseen  Coptal st - omm mtensl ety Loy st mnd Re evite ot Soconen. Shere ey et e
W cmteuty  nelbiy meugeme.  beew - 5 9 vaunen prn enveament ek wing maneg
montssng o o e
Risk Details
Level 1 Name Level 2 Name Risk Name Risk Rank impact  Likelhood  Inherent Scor R
10w 01 0t
Operational Customer and Sales Sales operations and customer centric focus High 10 Critca 4 300 3%
External Consumer behavior Susceptidiity 10 vendor Changes in key procucts 4gh 20 (rt am 300 1%
Operational Inventory and fuliment management Demand planung and fulfiment . 3% 2% 300 300
Operatonal Customer and Sales Pace of e-commerce growth and scaking % 2%

A Domain Detail report can be generated, detailing the risk
hierarchy and scoring, which in turn can be exported for
sharing more broadly.



. 7Y
Process Mining- risk assessment and planning °.*

Process mining is smart, big-data technology that may be used to derive data driven insights to target key risk areas using historical data.

Event Data Strategy Continuous Monitoring
:2020'10'01 3q525:50"? ) User Interaction Data Measure
‘Approve PO”; “PO9568";... Custom “2020-10-0115:15:525; Management

“Open Excel”;

Systems .
“USERO0017;.... Analytics

BE Microsoft

Automation

Configuration Data
“Payment Terms”; Last

| wsmmmmm Strategy

updated, current value Microsoft S Anomaly Detection
A Dynamics NAV I "’ Know
M ”'H |HH l|| W Management
’\ ,ﬁ l B Analytics A
=, B/
Bl Automation Prevent violations

with Intelligent

. Actions and Alerts
Action

Data Driven Insights

Master Data
“Material545619”; “Glue
Blue”; “Sticky Corp.”;....

Dataextraction fromall systems for Process understanding & automatic Transparency intesting, designand
100% case coverage detection of compliance violations monitoring of controls
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Unified controls framework - risk assessment and planning

A unified framework creates scalable framework to onboard new programs and regulations while reducing testing redundancy

(test once comply many).

Program

Centralized Audit Team

v

Parent controls are
the baseline
procedures designed
in alignment with
industry frameworks

Audit and Compliance Regulations

CPNI SOX NIST 800-
171

I1SO
PCl NYDFS CCPA 27001/ HIPAA
27002

Alignin
Fragmevg\]/orks

<

Unified Control Set

Enterprise Assets

Applications
Devices
Technologies

»  Control design and
documentation
»  Control monitoring

Common Processes

»  Evidence collection and
testing
»  Compliance reporting

Child controls
are instances
of a parent
control,
applicable to
each in-scope
asset

KPMG

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

Benefits

Aligning frameworks

@ = & s

Communications ~ Training & resource Change
management management management

v

Compliance Regulations

v

Unified Control Framework

Mission and vision KPIs and KRIs

" -
L — = —Ghilr == — — — = = <= = — — — — = = enite |
child Child Child
Child Child Child 4.|.>
v

Common Processes

& g @

Control design Control testing Ec"llllgiggi Croen;glrlt?:ge Automation

Control Operators

5 & A 8




Process Mining- risk assessment and planning

d Process Start E
: l@ 270,919

Process mining for risk
assessment

Identification of variants and
focus areas

Highlighting most relevant
‘hot spots” based on volume
& financial amount

Simulate Business Impact
of Transformation

Client example

A utility client is using process
mining to identify journal entries
deviated from a defined process

and based its sample on a
specific population of JEs

----...l‘ o
[

7 3 N

13056 38

268_,149
‘ Post Journal Entry
270919

267,306

\ 4

' : Create Journal Entr
lllllllllll"““ . 270,919 Y
(1)
pusnitt
gt
gt 1,199 2,089
““‘
™ & Y
263,846 ggsverse Journal Entry glgga:nge Journal Entry Text
- . 0
Ed
".
, 1,263 2,008
0"
L)
“a Y 4

Process End
270,919

journal entries volume can be reduced.
@ Analyze key risk indicators: conflicting GL account combinations for debits and credits, round amounts, miscellaneous

account postings, and other entries.

1) Assess journal entries and identify manual versus automated entries.
Identify reasons for rework (manual adjustment entries) and manual recurring entries. ldentify opportunities where manual

17



Unified controls framework - risk assessment and planning

Organizationally
Unique Controls

Organizational
controls
relationships

Applicable control
frameworks
across the
Enterprise

Test Data 001
Test Data 002

Test Data 003

Test Data 004 Test Data 005
Test Data 006
Test Data 007
Test Data 008
Test Data 009
Test Data 010

PciDss3.2.1

No redated co

Are changes and/or acoes:
sability scanning and reporting.
Is penetration testing (FT) pertormed
D you have an inventory of al asset
‘Are public-tacing apphcaions and ser.

o sensiti.

5 vl

s user and admin access o this HVA

Are account and service account pas.
At you performing a regular review o
Are developers resirictad from migrat
Are general issue user accounts sepa
5 sensitive Gata stored, processed, a
Is sensitive production data prohibited

e software patching cycles for
PRIP.2 Is Hypenvisor paich management pro.
PRIP 15 & basedne configuration for servers.

5 network configuration management

Pei Dss 4.0

Modern Org.

NIST Cantro.. Soct

Establish and implemant Srww:
Aformal process for approving an
Current network diagram that idenifie
Cumrent diagram iat shows all cardh
Requirements for a firewal at each In

Description of groups, roles, and resp
Documentation of business justicatio.
Requirement ta raview firawall and ro.
Busid firewvail and router cenfiguration.

Restrict inbiound and outbound trafc

Secure and synch
Install perimeter firew
Prohibit drect public access betwoen
Implement a DM, inbound rat
t inbound Intermet traffic to IP add
Implement ant-spocfing measures 1o

ize router config

alls batween al

Do ot allow unauthorized outbound LY

All security policies and operational p.
Roles and responsinites for pariormi.
Configuration standards for NSC rule.
Al changes o network connections a
An accurate network diageam(s) is m

An accurate data-flow diagrami
Configurations of NSCs are reviewed
Configuration fikes for NSCs are:

nbound tafic 1o the COE is restricte.
Outbound traffic from the COE is restr.
NSCs are installed bety

en all wirsle
NSCs are implemented between rust
inbound traffic trom untrusted networ.
ANli-5po0BAY Measres are mpleme.
Systam components that store cardh
The disclosure of internal IP address

Test Data 001
Test Data 002
Test Data 003
Test Data 004
Test Data 004
Test Data 005
Test Data 006
Test Data 007
Test Data 008
Tast Data 009
Test Data 010
Test Data 011
Test Data 012
Test Data 013
Tost Data 014
Test Data 015
Test Data 015

DE AE-1
DEAE-2
DEAE-3
DEAE-4
DE AE-5
DECM-1
DE CM-4
DECMS5
DECME
DE CM-7
DE CM-8
DE DP-1
DEDP-2
DEDP-2
DEDP-4
DEDP-5
1D.AMA
1D AM-2

SVP Owner
Jole

Alvin Chip

David Copperhield

Tim Johand / David Copper.
Tim Jahand / Jobe Jose

VP Owner

Alvin Chip

CC Devile

A basaling of network operations. and
Detected events are analysed to unde.
Event dat
Impact of events is determined
Incident alert hresholds are establish
‘The netwark is menitored 1o detect pot.
Malicious coda i detected
Unauthorized mobile code is detected
External service provider activity is mo.
Monitoring for unauthorized persannel
VuInerabiity scans are pertormed.
Roles and responsibiliies for delactio.
Detection activities comply with all 3pp.
Detaction processes are fested
Event detection information
Detection processes are co
Physical devices and systems
Software platiomms and apphcations wi

are collected and cormetate.

commy.
nsousl
in't
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Steve Perry
Yond Li

PeopleSolt apphcation and repot cha
PeopleSoft application and report cha.
the Global Systems Resokti

pan
Maninly, management reviews Peopl
GSRT tham ree changes are docum
Annually, management reviews Peopl
Changes to PeopleSaft allocations ar

Changes 1o the underlying infrastruct
Changes to the underlying infrastruct
Changes to Workday, including upgra.
Monthly, Management reviews pevie
Changes to PeopleSaft allocations ar.
Changes to W

kday, including upgea.
Requests for new o modified access

Annually, management pertorms revi,
PeopleSon access fof lerminaled em

Quarterly, managament performs a e

Alvin Chip | Jack Lon
Abvin Chip / Jamiy C
Alvin Chip | Steve Py

>

Hull
Adoe

AJoe [ Mont B /Yo T
Adoa/Nat &

Aaron

Edna

Eric Norman

Janet Adams

Kol El

Kyle Keza

Maryn May

Mark Bon

Mary Henderson

Matt MN

Malmew Mason

Michaal Hanlay
1]

Control Owner

7

133

lont B | Mary Henderson

o ntity

Active D
Akarmai
Apigee

Workspaces

828
Bomgar

CCPs

Cisca 108 devices

CRO
Crowdstrike
Cyberark
Data Centers
F5 Davices
Firwall
Gamtre

ckstations

538

A separaled secure 2one safequards
Access to administrator-Jevel operatin

All general-purpose and dedicated op.
A separated secure 20ne saleguards
Cansdentialty. integrly. and aulnenti
All hardware and software inside the

Security hardaning is conducted and

Condentiaity, integrity, and authenti
Sensitive SWIFT-related data that ea
Secure 200 (inchuding dedicatod ope.
Critical ousourced activities are prote
Physical security controls are in piaca
All application and operating system

Multi-factor authentication fs used for

Account

defined according 1o th
Connected and dsconnected hardwa.
Staf aperating the local SWIFT infras.
Recorded passwords are stored in

>

Owners filterable

at SVP, VP and
Control Owner

Applicable
Entities aligned
across the
Enterprise

Control Details and Testing Procedures

on hover




Testing Automation hots - execution




Testing Automation hots - execution

lllustrative view of a testing bot library of over 300 assets designed to enable controls performance, test procedures and administrative

activities.

Home / Search / All Assets

I @ General IT Controls SAP

SAP Password
Testing

Automation Bot

* %k ok ok k11

Oracle Cloud
Administrative
Access Testing
Automation Bot

Immediate impact

h

SAP

Internal Audit Financial Statement Audit Access Management SOX SOC Reporting Change Management IT Sensitive Access H

SAP Client h Oracle EBS h SAP 3 Way Match h

Configuration Privileged Access Automation Bot
Testing Testing

Automation Bot D Automation Bot D
Generates leadsheet for =\ f - %

Prepares a list of Oracle

EBS users with privileged

ORACLE EBS SAP

SAP access
* % * 10 A Yok ok 11 A Kokk ko6 A
SAP FireFighter h SAP User k SAP Developer vs. k
Activity Review Provisioning Migrator Testing

Automation Bot Automation Bot Automation Bot

facilitzie te:

SAP p'&uému‘g. ) SAP

] ]
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Key Activities /

Continuous auditing and monitoring - execution

E3 38N

Data Analytics Tools allow teams to create and configure analytics that automate internal control tests. This allows repeatable analytical
tests as often as desired to achieve more timely results with no incremental effort.

Identify Controls
and Metrics

a Single
Repository

0O
OO

Identify
Data
Sources

Data Identification

Discovery and Analysis

Define Controls Catalog

Define KPI/KRI Metrics

Scoring and Prioritization of Metrics
Develop Risk Register

Qutcomes:

KPMG

Ingest Data into

Sanitize Data

Measure Data

N

%

Develop
Measurement Logic

Design > Develop > Deploy

Detailed Requirements Gathering
Detailed Metric Solution Design

Metric Pipeline, ETL Development
Pre-Production Deployment and Testing

* Production Deployment (CI/CD) Including
Hypercare

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

Effectiv
e—~\\\\\\\_ C) C)(:>
o O
Ineffective/

Generate Alerts to

Action Owners
~~Altomate

" Reniediation
Workftows

Generate

Visualizations for

Control and Process
Owners

Monitoring, Alerting & Reporting

» Automated Metric Data
Monitoring

» Automated Threshold Breach
Alerting/Report Generation

» [Optional] Automated Triggering
of Remediation Workflow Case
Management
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ontinuous auditing and monitoring - execution

lllustrative example of a continuous monitoring tool (SAP ERP analyzer) that ingests and generates insights on anomalies and deviations
that should be addressed.

Interactive Role — .
dashboard that can be Fole assignments view
filtered by assignment, ol remoalevew
deletion, activity date, |[FETTEENSSN.

user, and other 0

attributes. =t

Number of roles assigned by role Number of roles assigned by user Role assignments changed by

"
o :
SBSTP2 user |
Role sssignments by date Activty detais - Role assignments
. aciy e e pm— =y e
) AR 2979 A e e WBIANOCA  Kbiay Koca- KUBLATKOCA Dl e a4 PFRANK Crszzzzzsons
ez 22029 oo, A e sesTzTSTNOARD
VR 2eM Amgktme  KUBLAWOG s A N FreTTmp——
N H t . VIS 10038 A Asignroleta e SGRAUER A emank CRSZZZZESTANDARD
avigation Yy 2 5 e L Seam secaer L eaw sasom s
0 ianaz omaas A . o . oA A M FURCHASE ORORRAASTER
2 Jpmaro A o g s - KA o - P —
P — oo 4 v P
Password Standard User Attribute ] ALNRTNDM Asign e tomer  KNMA K Nims - KNIMA . arl A PFRANK ZHSMNPURGHASE ORDERMASTER
a2z Ask erourran A eman crszzzzzsTanOmRD
Parameters Accounts Changes CROUFFLAR.
. UAMRIETIM  Aeignrctooe COWRAR  CaerieLose Roufir - Dog e epar) -4 PRRANK saszzzzsINDD
AR
[ | p— coownan - [rrmR—
GOAR
N B S P M DN MNRSHMMN  Amgemme  IMNCA bk IBANCA g s g -4 LG casonazzsecuRTY
Debug Security . e
5 Audit Logging
Assignments Parameters
- Users that imported transports Users that created wansports Transport spplied directly / not dirscty Changes by date

Direct change. @Na @Unknaun

No
e r 202 3 oo caziz oacata

Client Settings Table Logging SoD - Transports Developer Keys

Interactive Transport
dashboard that can be
filtered by date,
category, change
method, user, and
other attributes.

Change dstails

Request Reguest 1ot Crasioniser Detetine. Lastchangeuoer  Releaseiser  mprt uaer Transport ep Transportsep et Sourcecliere Direet g <
Daneoniaz Mo 30862 VWRSILES 1152022 85055 AM Uk ko [ ko [
pancorizs VWSIE/ 5028534 AM  Unknown e Unkoown Uniown Unknoun
Dacoria) WASLEY  /SQU2E5H14AM  Unincun Unkronen koo [ Unknown
Dasssiias VHSILE/ /520285352 AM  Unknown [rey Unkoowa Unown Unknown
sap DMSUSER  SEI2SHISAM  DMISUSER wasLey forSuppart H AP Ditonsrybmoot AL
nszmoms o
sas oves20m 1 73 500021 DMSUSER 520220181900 DMISUSER sy Pisce s for Sugport | e mpert m
HENOMS -

Ovas20m 1 73 SP0O DMSUSER  VS0281I9AM  DMISUSER wasiey A
szmoms
proven o 902022 1529 Unienoam ree ram—
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Artificial Intelligence - execution

\

+ New Cnat

Previous 7 Days
B Full-Termination Control T
B store SAP App Access Data

Previous 30 Days

Previous 90 Days

B Support

Q Settings

B Submit Feedback

¢
Meet Advisory GPT

Advisory GPT is a highly advanced Al
language model that allows you to conver

with it just like a human

You can use it to draft emails, research

complex topics, receive programming help

and much more.

What's even better? It's hosted on our

commercial cloud, so you can upload client

and KPMG data!

Please use your ske

» Detawace herited labisty partnenshp and » member §

GPT-3.5 Turbo

GPT-3.5 Turbo (default)
Optimized for speed, great for 4
evperyday tasks &

Google Codey for Code Chat

A model fine-tuned for chatbot
conversations that help with code-
related questions

Google PaLM 2 [chat-bison]

A state-of-the-art language model with
improved multilingual, reasoning and
coding capabilities

GPT-4

For prompts that require more creativity
and advanced reasoning (slower
response time)

GOT. A N

A
Know its Limits

The models are trained on data through

2021 and isn't connected to internet

Advisory GPT cannot currently access KPMG

databases, but we're working on it!

Sometimes Advisory GPT makes mistakes. It

is your responsibility to review all outputs!

V
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Artificial Intelligence - execution

S
~
-
L d

4

Document editing and refinement

Convert a first draft or bullets into professional

prose free typos and errors. Reorganize existing G
texts to improve flow or reduce wordiness.

Harmonize the styles of collaboratively written
documents.

Research and Planning \
Learn about business

processes and industry

issues. Understand typical

risks and controls inherent in ===

processes, functions, and

systems.

“Firstdraftof everything” 1
Create initial drafts of audit programs, AnalytIGS GO'D" Ot

walkthrough guides, presentations,
Draft SQL queries or Python scripts.

narratives and more. GenAl can often
save hours when creating a good starting Create algorithms and ideas about how
to prepare and process data. Generate

point for audit documentation.
explanatory information about analytics
and data.

KPMG

Complex document creation

Create slide decks, spreadsheet models, or flowcharts by first generating the
content, then prompting the GenAl to provide the VBA (or equivalent) scripts to

produce those documents in productivity tools.
/\ B
- . .

Synthesize complex information

Product documentation, meeting notes,
standards, regulations, and even
computer code can be summarized into
plain language. Key data points can be
extracted and summarized.

Foreign language translation

GenAl tools can rapidly provide faithful

translations to and from many languages.

This enables auditors to make requests
and processdocuments from foreign
stakeholders

Enterprise risk assessment
and analysis

Generate risk scenarios and possible
responses that consider trends and
possible impacts from multiple
perspectives.

24



Artificial Intelligence - execution s

lllustrative example Al platform designed for risk and compliance to enable content creation, data analysis, and process automation through
analysis of text, audio, and code patterns.

Gen Al Capabilities

Text
. Code . Content
Generation : Data Analysis .
Generation Conversion
(LLMs)

General knowledge search
Walkthrough

* Understand commonly used business terms and acronyms
* Industry trends
+ Validate key financial and IT concepts

Help with business communication
» Professional-style email

+ Concise status reports

» Executive summary

* Business writing techniques

Coding assistance

» Code generation assistance with Python, Java Script, DAX, Power query,
SQL, R, SAS etc.

» Code documentation by sharing code snippets with Advisory GPT

» Code optimization by requesting performance and function optimization or
alternatives

How to master business tools

 Assistance with VBA or other advanced Excel help for data analysis
+ Effective PowerPoint presentations

* Project management actions

KPMG!

Control
Rationalization

Optimized RACM .

Preparation Template Deficiency Mitigation

SOP Template °

Creation X
|
1
1

® ! ®

I 1
| 1
é ! é ! é
RACM Creation | DRL Creation . IT Audit Closure
: : Checklist
1 1
[ [ J
Audit Workpaper Decoding Complex
Verbiage queries
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KPI/SLA insight tracker - reporting

lllustrative example of KPI/SLA data-driven reporting, typically preconfigured through data visualization tools.

Stakeholder Feedback

Average of numeric scores from
customer feedback surveys on a
rating scale of 1 to 5

Minimum vs Expected Service Level

Control Testing Speed

Average time taken to complete
testing cycles

Minimum SL: 7 days
Expected SL: 5 days

Audit Plan Completion

Percentage of approved audits
completed by the agreed due date

Minimum vs Expected Service Level (%)

Control Testing Qualit

Percentage of control tests
resulting in errors or requiring
rework

Minimum: 7% | Expected: 4%

A

Audit Report Timeliness

Average number of days
between fieldwork exit and report
issuance

U U
45 days 30 days
(Min) (Exp)

Control Completion Timeliness

Percentage of control testing
completed by due dates

Minimum vs Expected Service Level (%)

as

Al-Driven Testing Rate

Percentage of controls tested
using Al-powered solutions

Overall User Satisfaction

Average user satisfaction score
on a rating scale of 1to 5

o =

XX,

I

| Minimum: 3.0 | Expected: 4.1 |

Minimum SL: 30%
Expected SL: 50%
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Status Dashboarding - reporting [~

Intelligent reporting enables reporting to key stakeholders at the “right” level. Each set of key stakeholders' value different information and

must be provided level of reporting that is of most value to them. Below are illustrative examples of personalized reporting dashboards that
enable agile and efficient decision-making.

Data Last Refrached: | 81672021

Early Warnings & Remediation Overview

Logical access Schedule Tasks Burndown Charts
s - Group A, Group B, or Both Deficiencies identified 140
e ' B

120
o . N . 100
Early Warnings Control Status - Consolidated

Logical access deficiency status

Seatu 60
= 70 64
[ B8 40
[ b= 60 8
Status 20
Lo 50 12 i
. B Fully remediated 0
0 0 mmies 2 4 % 8 % 2 8 % 8 & ¥ & g 2 & & 3 & 7 3 ¢
LIS B Not started g &§ &§ &§ &§ § §8 8 8 8 8 &8 &8 &8 &8 & & & &8 § ©
q q 9 g9 9 N 94 g N 9 g I q 9 g Q q [N q 9
20 8 Romedition ..
e e e e 5 5 5 ®» b B B B B B & B B B BB
: B Remediation PI.
20 —Overdue —Due Today ~—Due in 1-5 Business Days
27 B Remediation PI...
10
> 0
Quality Assurance - ITGC Overview ™= ™= 2" =t

Total No. of QAs MNo. of QAs Not Started

69

MNo. of QAs by QA Status

Audit Requests Trend Line

Control ID 120

by Control ID and QA Status
QA Status @ Compiete @ Complete (Coservations) @ lssue dentified @MNot Starse 80
1

40M

s+~ I A A4 e d A A A A dw Ao
o [l ¢ N N N N N N N N N N N

[ O 0 O &N & W 0 O o < VO

: ) S~ S~ . A\ i . . N N () N

‘% of QAS LN LN ~ ~ ~ ~~ ~~ ~~ ~~ ~~ ~~

- LN LN LN LN LN LN LN LN LN
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I

Maintains
independence
and objectivity

Positioning ols

Visibility and
stakeholder
management

020
M M

Culture

Processes

Year + 1-2 Year +2-3 Roadmap to facilitate the

transformation of the
Internal Audit function
from where it is today to
where it needs to be in
five years’ time

Visible, Valued
and Connected

IA Strategy
Governance,

risk and High
compliance Performing
framework Teams

() Competencies and

Subject matter
expertise

Capabilities
High Quality
Assurance
Staffing strategy

and talent
attraction

Methodology,
Tools and
Templates @
/s \ Harness (y
Risk based technology X 0/0\0/0
planning Insightful and Strong QA |:||:| 0
value creation @ procedures ouuo
audit execution KPIs to
monitor
. o o performance
Forward-looking —
risk assessments W —Q
Effective

@ communication Effectiveness
O plan review

Internal Audit
methodology

Continuous
monitoring

Understanding
of business
strategy
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Tamura Gidado

Technology Risk Advisory Director @
KPMG

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we endeavor to provide accurate and timely information, there
can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without appropriate professional advice after
a thorough examination of the particular situation.
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