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WITH YOU HERE TODAY...

Jim is a director with PwC's Risk Assurance Internal Audit practice and leads

James.m.pollock@pwe.com

(267) 207 - 9438

the enterpl risk (ERM) solutions offering in Philadelphia. He
has more than 17 years of experience providing risk-based internal audit and
other advisory services to global clients representing a wide range of
industries. As part of these engagements, he has performed a number of

ide risk fying key industry and organizational
issues, in addition to helping to develop and implement risk programs and to
execute associated internal audit and risk mitigation plans.

In his role over the past few years, Jim has served on several, recurring client
risk committees. As part of these activities, he meets regularly with functional
leaders, senior leadership and oversight boards to discuss new and emerging
risk issues, the current state of previously reported issues, and the overall
strategic direction of the organization’s risk management efforts. Jim is also
frequent speaker on the topic of enterprise risk management.

Jim is a member of the AICPA, the Institute of Internal Auditors and the
Pennsylvania Society of CPAs.
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COSO'’s 2004
Enterprise Risk
Management-
Integrated
Framework
is one of the
world’s most
widely used risk
management
frameworks.

Other COSO publications

COSO HAS BEEN THE AUTHORITY ON FRAMEWORKS
AND PUBLICATIONS FOR 25 YEARS

assa
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WHY UPDATE THE ERM FRAMEWORK NOW

Si)

Entorprise fisk Mansgemant
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Since 2004 however, the market has continued to

evolve and the COSO Framework is evolving with it.

ERM concepts and practices have evolved and the
bar is rising

There is a need to incorporate lessons learned
from recent events

Business environments are increasingly complex
technologically driven, and global in scale
Stakeholders are seeking greater transparency
and accountability

Risk discussions are increasingly prominent at
the board level
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Supports
strategy

Integrates
decision
making

ANEW TITLE

The updated title illustrates how the Framework...

Focuses on
performance

Delineates
between
internal
control
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PROJECT GOVERNANCE STRUCTURE
THE PROJECT TEAM SERVES AS THE AUTHOR FOR UPDATING
THE PUBLICATION

Advisory Council
COoso and Observers
Board Project Team provides input from
provides independent leads the update and industry practitioners,
feedback and final has overall responsibility g academia, government
ETIE for its content agencies, and non-profit
organizations
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A LOOK INSIDE THE PROJECT....

— Regular interaction amongst project team
Quarterly reporting to the Board
— Approximately 50 letters received during comment period
— Over 200 comments submitted
Comments received from:
« Companies, educators, individuals, consultants, etc.
- Comments represent wide range of viewpoints
* Some divergent views (i.e. “too many examples” vs. “not
enough examples”)
Project team reviews comments, performs interpretation,
assesses impact on framework (if any)
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WHAT IS BEING UPDATED

The Application
Techniques volume

The update will
focus on revising

the 2004 developed to support
Enterprise Risk the understanding of
Management— the 2004 Framework
Integrated is not going to
Framework be updated
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« The update is structured
around five main phases

Following completion of
these phases, COSO will
prepare the document
for publication

The final document is
anticipated for release in
the first half of 2017

PROJECT TIMING

Q32014

End of
Q22016

~ Q42016
Q12017

Q22017

1. Assess

2. Envision

3. Design
and Build

4. Public
Exposure

5. Finalize

Develop an understanding
of views of the 2004 Framework

Develop an outline of
preliminary areas for update

Develop drafts of the
framework, review

Conduct a public
exposure period

Agree on significant revisions,
revising as necessary
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strategy, and performance

2004 COSO ERM Graphic

Risk Response
{ Cw\trvl+nlvllln {
Information & Communication

Monitoring
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DEPICTING ENTERPRISE RISK MANAGEMENT

The updated Framework includes a new graphic to illustrate the alignment of risk,

Updated COSO ERM Graphic
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CLARIFYING ENTERPRISE RISK MANAGEMENT

o* 2

These principles:

o

« Depict the essential aspects of enterprise risk management

« Are not specific rules that replace management judgment

« Apply to organizations of all legal structures, size, and purpose
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CLARIFYING ENTERPRISE RISK
MANAGEMENT (CONTINUED)

e
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COMPONENT 1 - RISK GOVERNANCE AND CULTURE

1. Exercises Board Risk Oversight—The board of directors provides oversight of the
strategy and carries out risk governance responsibilities to support management in achieving
strategy and business objectives.

2. Establishes Governance and Operating Model—The organization establishes
governance and operating structures in the pursuit of strategy and business objectives.
3. Defines Desired Organizational Behaviors—The organization defines the desired
behaviors that characterize the entity's core values and attitudes toward risk.

4. Demonstrates Commitment to Integrity and Ethics—The organization demonstrates a
commitment to integrity and ethical values.

5. Enforces Accountability—The organization holds individuals at all levels accountable for
enterprise risk management, and holds itself accountable for providing standards and
guidance.

6. Attracts, Develops, and Retains Talented Individuals—The organization is committed
to building human capital in alignment with the strategy and business objectives.
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COMPONENT 2 - RISK STRATEGY AND OBJECTIVE
SETTING

7. Considers Risk and Business Context—The organization considers potential effects of
business context on risk profile.

8. Defines Risk Appetite—The organization defines risk appetite in the context of creating,
preserving, and realizing value.

9. Evaluates Alternative Strategies—The organization evaluates alternative strategies and
impact on risk profile.

10. Considers Risk while Establishing Business Objectives—The organization considers
risk while establishing the business objectives at various levels that align and support
strategy.

11. Defines Acceptable Variation in Performance—The organization defines acceptable
variation in performance relating to strategy and business objectives.
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COMPONENT 3 - RISK IN EXECUTION

12. Identifies Risk in Execution—The organization identifies risk in execution that impacts
the achievement of business objectives.

13. Assesses Severity of Risk—The organization assesses the severity of risk.

14. Prioritizes Risks—The organization prioritizes risks as a basis for selecting responses
to risks.

15. Identifies and Selects Risk Responses—The organization identifies and selects risk
responses.

16. Develops Portfolio View—The organization develops and evaluates a portfolio view of
risk.

17. Assesses Risk in Execution—The organization assesses operating performance
results and considers risk.
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COMPONENT 4 - RISK INFORMATION, COMMUNICATION
AND PERFORMANCE

18. Uses Relevant Information—The organization uses information that supports

enterprise risk management.

19. Leverages Information Systems—The organization leverages the entity’s information

systems to support enterprise risk management.

20. Communicates Risk Information—The organization uses communication channels to

support enterprise risk management.

21. Reports on Risk, Culture, and Performance—The organization reports on risk, culture,
and performance at multiple levels of and across the entity.
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COMPONENT 5 — MANAGING RISK MANAGEMENT
PERFORMANCE

22. Monitoring Substantial Change—The organization identifies and assesses internal and
external changes that may substantially impact strategy and business objectives.

23. Monitors Enterprise Risk Management—The organization monitors enterprise risk
management performance
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WHAT'S CHANGED

In addition to a new title, the more substantive changes related to:

= ..
g il [ e
Strategy Performance Culture Controls

Elevates Enhances
ion of strategy alignment between
performance and management and

enterprise risk internal controls
management

Delineates
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between enterprise risk
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FOUR KEY CHANGES

1. Consider risk explicitly in strategy
2. Reframe risk in terms of performance
3. Don't forget culture

4. Integrate internal control
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1. CONSIDER RISK EXPLICITLY IN STRATEGY

Risk management functions are asked to manage execution risk.

Yet research indicates that 80% of underperforming companies lost their way due to strategic
missteps — not operational or compliance errors.

The draft Framework update still supports execution, but it will also help boards and
executives with considering risk in the strategic planning process, so they're more likely to
have better strategies in the first place, and are better prepared for the risks that come from
executing the strategy.

Remember.....
« The Framework calls for explicit consideration of risk during the strategic planning
process.
+ It considers the alignment of an organization’s mission and vision to its strategy.
+ This not only enhances strategy discussions, it also provides the organization with

foresight into the risks that are associated with the selected strategy when
implementation begins.

« The Framework considers the risk in executing the strategy and what developments or
situations might drive the need to revisit strategy.
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1. CONSIDER RISK EXPLICITLY IN
STRATEGY (CONTINUED)

Viewpoint....

The proposed suggests 3 separate dimensions:

1. Risk to the strategy: considers the potential effect of risks during the execution of the
strategy, highlighting when strategy may need to be revisited.

2. Implications from the strategy: considers the risks coming from the selected strategy, to
help the organization prepare for them in execution.

3. Risk of the strategy: considers the alignment of strategy with an organization’s mission,
vision and core values.
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ELEVATES DISCUSSION OF RISK AND STRATEGY

Research suggests that The updated Framework
organizations are looking to enhances the conversation of
strengthen the integration risk and strategy introduced
between strategy and in 2004

enterprise risk management

IIA PHILADELPHIA CHAPTER 2016 FALL CONFERENCE

2. REFRAME RISK IN TERMS OF PERFORMANCE

To the uninitiated, risk can sound like an abstract concept; terms such as “risk appetite” and
“risk profiles” often don't translate well to other parts of the business.

There's no better way to make those abstractions concrete than to place risk in the context
of performance.

After all, achieving business objectives requires a certain amount of risk taking. And that risk
can result in variations in performance.
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2. REFRAME RISK IN TERMS OF
PERFORMANCE (CONTINUED)
Viewpoint
So why manage the pursuit of business objectives separately from risk?

1. The draft Framework update makes clear how ERM can reframe the risk discussion in
terms of setting performance goals and determining acceptable variations in performance.

N

. The performance framing is subtle, but it has big impacts. For one thing, it makes it clearer
that risk and risk management are fundamental to business decision-making — not separate
from it.

@

What's more, the Framework translates risk-centric language into business-centric
language, encouraging more conversations about risk throughout the organization and
leading to a more risk-aware culture. As a result, through this reframing, it enables
organizations to extract more value from their ERM efforts.
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ENHANCES ALIGNMENTS BETWEEN RISK
AND PERFORMANCE

ERM practices The Framework considers how risk relates to performance

focus on the For instance, it explores the questions:
potential for risk
to impact Has the entity performed
strategy and Does the entity understand as expected and achieved
objectives and the risk it is taking when its target?

the relationship setting performance targets?
to overall y
performance

What risks are occurring

Did the entity take enough piainybelatieating

risk to attain its target?

performance?
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ENHANCES ALIGNMENTS BETWEEN RISK
AND PERFORMANCE — AN ILLUSTRATION

Arisk “curve” emphasis the dynamic nature of risk
— that its not always a single expression of impact
and likelihood but a continuum that changes

with performance

Risk

The updated Framework emphasizes the dynamic
relationship between risk, risk appetite, targeted
level of performance, and variation in performance

Partormance

The updated Framework explores how risk
appetite is incorporated in strategy and objective
setting — when these lines are set — and then

The updated version enhances
the focus on managing risks to

achieve objectives with a
strong link to performance managed through execution to remain within a
range of acceptable variation
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EXAMINES ROLES OF RISK CULTURE

* The Framework sets . . q
out a “culture Risk culture is linked to the conversation
UG of management's attitude towards

with the conversation X X
on risk appetite risk takin g
Measuring and
reporting on culture
remain a key challenge

and will likely evolve
significantly in the _

coming years A
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3. DON'T FORGET CULTURE

Every organization’s culture — the shared behaviors, emotions and mindsets of people in the
organization — is as unique as its strategy.

The draft Framework update details the importance of culture and behavior.

Boards and management define desired behaviors for the organization — and the individuals
within it — that reflect the organization’s core values and attitudes toward risk.
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3. DON'T FORGET CULTURE (CONTINUED)

Viewpoint....
It's the culture that then drives the desired behaviors in day-to-day decision-making.

The Framework evaluates the different factors behind where an organization falls on a culture
spectrum and the characteristics needed to achieve a risk-aware culture over time.

And, because culture influences the practices of an organization, the way it manages risk,
makes decisions and pursues opportunities, it has a big impact on whether and how well it
executes its strategy.

10
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DELINEATES RELATIONSHIP BETWEEN ERM AND
INTERNAL CONTROLS

Internal control remains an integral part of ERM,

f ‘f although users are looking for a more focused
ERM document

Aspects of internal control that are common to
both this publication and Internal Control—
Integrated Framework are not repeated in the
updated Framework

Where necessary, aspects of internal control are
further developed in the updated Framework
The two COSO Frameworks are distinct and
provide a different focus — neither supersedes
the other

Information # Communication ,_/' 4

Manitoring Activities
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4. INTEGRATE INTERNAL CONTROL

Enterprise risk management and internal control have intertwined origins and interlinked

destinies. They're complementary, not competitive, frameworks.

Internal control and enterprise risk management work together through the common lens

of performance.

They have different focal points:

« Internal control provides assurance on objectives relating to operations, compliance,
and reporting.

« ERM gives leaders confidence in their strategic planning, resource allocation and risk

response decisions. ERM goes beyond periodic risk and process-level control identification
to deliver critical insights for high-stakes decisions.
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4. INTEGRATE INTERNAL CONTROL (CONTINUED)

Viewpoint....

Effective internal control is critical and fundamental to successful enterprise risk management
and performance, but internal control alone will not drive strategic results.

On the other hand, enterprise risk management that is not built on a foundation of effective
internal control may not only inhibit performance, but careen the organization toward hazards.

**** Optimizing performance is not possible without both.

11
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EMPHASIZES RELATIONSHIP BETWEEN

What the framework did:

“every entity...exists to
provide value for its
stakeholders; further the
value of an entity is largely
determined by the
decisions that management
makes—from overall
strategy decisions through
to day-to-day decisions.”

RISK AND VALUE

Research suggests the
relationship between risk
and value could be

more prominent

The updated Framework
enhances the focus

on how entities create,
preserve and

realize value

Results

Value is:

« Prominent in the core
definition of ERM

Discussed extensively

in principles

Linked directly to risk
appetite and the ability to
manage risk to
acceptable levels
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STAYING INVOLVED

Here's what you can do during the exposure period and beyond:

Download the draft Framework and executive
summary from erm.coso.org

Read the FAQ for added insight

comment letter

Provide feedback using the online survey or in a

Read more on the COSO Framework
at www.pwc.com/coso-erm

Exposure Period
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SURVEY

HELP US IMPROVE THE CONFERENCE!

You will receive a survey via email in the next few days.
Please respond to provide feedback on the speakers and

the overall session.

This evaluation is how we determine the changes

needed to make us better!

Thank you!!
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