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Introduction E

e Hospitals:
— Common devices - many users
— Exact geographical localization important

— Low budget for extra expenses (tax money)
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Introduction E

Indoor geographic localization

* Currently available technologies:
— WIiFi™ triangulation
— indoor-GPS
— Bluetooth triangulation
— RFID based systems
* Problems:
— Setup cost
— Administration

— Failures in reception
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Introduction E

Application personalization

* Technologies for personalization in multi-user
environments:

— user-specific login for the device (restricted
profiles)

— user-specific authentication inside of the

application @
*  Problems:

— bad usability (username/password has to be
entered)

— low flexibility - high administrative burden

— restricted profiles limited to a small amount of
users (Android: 8 users)

— no sharing of settings possible
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Introduction E

Near Field Communication

* Short-range (maximum approx. 10cm) wireless communication
standard

* Introduced in 2002 - various applications in the medical sector
today

* Easy to use

* NDEF (NFC Data Exchange Format) for standardized data
exchange

 NDEF messages - each message can contain one or more
* NDEF records

Section for Medical Expert and Knowledge-Based Systems

ehealth2014, 22.05.2014



Methods E

Overview

Development of two prototypes:
* ,nfcgeo” - offering geographic localization with NFC

* .nfcsettings” - storing personal preferences on NFC
tags

Development Environment:
* Android + NFC-capable Device
* NTAG203 NFC Tags (144 Bytes memory)
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Methods E

Security setup - two layers

Electronic layer:
* Encryption:

— TwoFish (symmetrical) - encryption of the data stored
in the Android SharedPreferences system

— RSA (asymmetrical) - encryption of the data transferred
between the applications in Intents

* Read-only tags (nfcgeo)
Physical layer - prevent movement

* holographic security seals (nfcgeo)

from: http://www.htetikett-shop.de/
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Methods E

Nfcgeo

Tag initialization Contained data
* String representing
3'55-'"3" the location
* |atitude (optional)
o . .
fffff m * longitude (optional)
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Methods E

Nfcgeo

Read data from nfcgeu NFC tag l

MFC tag Android System Android NFC dispatcher § | application using nfegeo nfegen application local database
NFC tag
within reach
4 readData()
[ [NDEF message |
dispatchMFCTagi)
L
sendMDEFMessage()
Ll
- decrypt data
- check integrity
- parse geo-id
storeGeoData)
Ll
A fl
if default start application set
startApplication() .
L
getGenlD() Y
L
_______ GeolD as string
f ——————————— e e H
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Methods E

Nfcsettings

Data encoding:
* NDEF message
— MIME type
— NDEF record(s)
* each NDEF record
— Byte O: Identification byte for nfcsettings
— Byte 1-4: Identification of the application context
— Bytes 5-n: Data from the application
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Methods E

Nfcsettings
Read data from nfcsettings NFC tag
MFC tag I Android System I Android MFC dispatcher nfcsettings application I local datahase I
NFC tag
within reach
readData)
[[NDEF messags
dispatchMFCTag()
L
sendtDEFMessagel)
L

parse message data'j

applicationkeyLookup)
Ll
application kele
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Methods E

Nfcsettings

Application access to NFCSettings l

% Application that uses NFCSettings I NFCSettings Application I local database I

User

startApplication()

fetchPersonalizedSettings(applD)

| check if appID is valid l=|

check if ID exists L
¢ trueffalse

a g o _ settings |
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Results E

Geographic localisation using NFC

* |low-cost (~ 0,5€ / NFC tag)

* accurate

* user-friendly

Multi-user enhanced applications using NFC
* intuitive

* |imited storage
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Discussion E
Nfcgeo

* New framework for exact geographic localization
* No communication with a server needed

* Usability - default application started after scanning
of NFC tag

* hospital environment - high security requirements
— Hard-coded encryption key - problematic?
— counterfeiting of NFC tags and security seals?
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Discussion E

Nfcsettings

* NFC tags for storage of (limited amount of) personal
settings of applications = multi-user support

* Low-cost, no specialized hardware necessary
* Limited memory
* Bridging technology

* To evaluate: hybrid smart cards (NFC + integrated
circuit card)
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