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S5008B

global cost of cybercrime in 2016




Bogota, 27-28 No r 2017

S4M
S7M:

average cost per breach
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$158
$200:

average cost per record
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global ransomware cost for 2017*

*predicted
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/5%

of health care industry infected with malware last year
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3.5M
X3 Jber criminals

unfilled cyber security jobs by 2021
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average days attackers stay dormant before detection
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Tufts postpones Scaramucci event after he
threatens student and paper with lawsuit
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NLIMITED access for only 99¢ per week. Subscribe now —



BR @i J%SEKAL BSI]E[‘AR

i E : ERm.m LNﬂ MNDEGE
i LHDB&GE ‘mlwll?éSn WANP&'

2 4IMN§ { 1SAB EL AAN “2\ i
INAJA VIA ET S
AR L‘UUPI:%%H“LEV A D,NAW\?_%%

mit [ N

Q E
M 242 wvg‘?\
Kﬁi gBL‘lL " R4 %%Ik?l
KERRWE . off
.IAC JATY i Bn%‘







217

mber

28 Nove

7—

2

A,

Otz

g
O
m




Attn: Your-150 Dollar Prime Credit Expires on 12/28. Shopper: Spam  x

Amazon Update ﬁAmaznnUpdﬂte|@efﬁcacinuscrha}r5.wz=
to me |-

A\ Why is this message in Spam? It's similar to messages that were detected by our spam filters. Leamn more

amazon.com

[
] [P e sy ~
The Amazon Marketilace

------ SHOPPER/MEMBER:4726
------ DATE-OF-NOTICE: 12/22/2015

Hello Shopper: @gmail.com! To show you how much we truly value your years of business
with us and to celebrate the continued success of our Prime membership program, we're rewarding you
with-£100 in shopping points that can be used on any item on our online shopping site! (this includes any
marketplace vendors)

In order to use this-F100 reward, simply go below to get your-coupon-card and then just use it during
checkout on your next purchase. That's all there is to itl

Please visit-here now to get your reward

DONT WAIT! The Link Above Expires on 12/281
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Abbott Recalls 465,000 Pacemakers for Cybersecurity Patch

Posted 30 August 2017
By Michael Mezher

Medical device maker Abbott on Monday announced it is voluntarily
recalling some 465,000 pacemakers to install a firmware update to patch
cybersecurity vulnerabilities in the devices.

The recall affects six pacemaker models—Accent, Accent MRI, Accent ST,
Allure, Anthem and Assurity—that Abbott acquired when it completed its

purchase of St. Jude Medical last January.

Patients with the devices are being told to speak to their doctors to

determine whether they should receive the update, which will require an in-person visit to install.
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Security in a serious way
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Hackers Can Remotely Access Syringe Infusion Pumps to
Deliver Fatal Overdoses

i Saturday, September 09,2017 & Swati Khandelwal
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hospitals and surgeries affected

These are all the NHS trusts affected by the cyber attack

NEWS
I NHS ransomware cyber attack: Full list of

|
| 1322 6 By Alex Pesic
SHARES COMMENTS 19:08, 12 MAY 2017 UPDATED 19:27, 12 MAY 2017
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Qoops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can

recover your files without
our decryption service.
Payment will be raised on - N
Y Can | Recover My Files?
1N LV 5 e all vonr filos safelv and easily. But you have
|not so enough time.
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5192017 12:36:07 ‘ Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins. For more information,
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‘:-_\:: :3 - 5‘::'::: ,_j‘,‘: And send the correct .nnoun} to the address specified in this window.
After your payment, click Check Payment>. Best time to check: 9:00am - 11:00am
Send $300 worth of bitcoin to this address:
About bécon
ACCEPTED HERE 115p7UMMngoj1vakachRdeNX]BLI’Ln
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All your files have been encrypted

by THE DARK ENCRYPTOR using a military
grade encryption algorithm.

But dont worry ! You can get them
backs you just need to pay 100 USD

in bitcoin. For more informationsa
please read the text document placed
on your Desktop-

Have a nice day !

WARNING: The price will rise to
350 USD if you don't pay
in the next 5 days.
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Cyber Attack Update: Nuance Still Down, Researchers Believe
“Petya” is not Ransomware

une 29, 2017 by Heather Landi n m ﬂ E Hﬁ? Reprints

Nuance Communications, a Burlington. Mass.-based technology company that provides cloud-based dictation
and transcription service to hospitals and health systems, continues to be down following the global malware
incident on Tuesday that affected multinational companies in at least 65 countries.

Portions of Nuance's network was impacted by the malware incident, which includes a significant part of its
services {o healthcare organizations. The company is posting updates about the situation to its
website. On Wednesday, Nuance said in a web post that it is offering alternative dictation services,

Click To View Gallery

RE YOUR STORY What does it mean to be an INNOVATOR in healthcare today? SHARE YOUR STC
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THE CYBERSECURITY SOURCE

Ransomware Data Breaches APTs/Cyberespionage Malware Phishing Insider Threats

June 26, 2017

Loss from cybercrime exceeded $1.3B in 2016, FBI
report

@ @000

The financial loss from cybercrime in the U.S. exceeded $1.3 billion
in 2016, a rise of 24 percent, according to a new report issued by
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What is cyber
security?
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Cyber security

“The ability to protect or defend
the use of cyberspace from
cyber attacks (NIST glossary).”

NIST
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Rady Hospital Apologizes for Data Breach
Affecting 20,000 Patients

LEAVE A COMMENT

P

Share This Article:

fIVR sl Plin

Rady Children’s Hospital has apologized to the families of 20,000 patients whose private
medical data was mistakenly emailed this month and in 2012, according to news reports.

On June 6, U-T San Diego reported, an

employee of the Kearny Mesa hospital

emailed a spreadsheet that “contained

protected information about 14,121

patients to four applicants for data

management jobs who subsequently

forwarded the document on to two v
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How cah you
achieve cyber
security?
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TRICK QUESTION
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What are the key
elements of a good
cyber security
program?
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Is our organization’s
cybersecurity program ready to

meet the challenges of today’s
and tomorrow’s cyber threat
landscape?

The first question addresses
tactical issues, from a program,
(technical) capability, and process
perspective, and how they

are cascaded throughout the
organization. It looks at whether
the organization i1s doing enough
due diligence 1o mitigate nsks,
depending on its rnisk profile.
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N

What are the new
cybersecurity threats and

risks, and how do they affect
our organization?

The second question addresses
strategic issues from the business
process and corporate objectives
standpoint. It is about getting an
up-to-date, detailed snapshot

of the current cyber threat
landscape that is understood by
all. It looks at getting comfortable
with cybersecurity aspects of
core business decisions, cutting
through the technical jargon.

What key risk indicators
should | be reviewing at

the executive management
and board levels to perform
effective risk management in
this area?

means Irom a risk posture point
1
i

the loop. This is “where the rubber
meets the road,” and indicates how
you will know whether you are

J0INg the 'V.”Vv' 1

sleep at night more easily
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What Is Information Security?

* Vigilance

 Knowledge

* Risk Management
 Methodology and Policies
* Applied Science/Forensics
* Architecture

* Implementation

* Operations

* Awareness training

© Applied Trust 2017
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Policies and Procedures

Account provisioning and de-provisioning

Classification (public, restricted, sensitive), storage and transmission of
information

What to encrypt and when
When and how to apply patches

Software development, code promotion, change management and
hardware configuration

Event monitoring, incident response, backups, restore, disaster recovery
and business continuity

Assigned responsibility for InfoSec
End user training
Sanctions
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Layered Defense

Policies and procedures
Network segmentation
Firewalls

IDS/IPS

DLP

Encryption

Integrity checkers
Content filtering

Log aggregation

Event Correlation
Antimalware
Vulnerability scanner
Two factor authentication
Incident response
Awareness training

Cyber insurance
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The Seven Common-Sense Rules of
Information Security

1.

w

N o Uk

Don’t provide insecure access to interesting data.

Manage vulnerabilities. Verify compliance with security
standards and regulations.

Don’t provide “nests” for hackers. Ensure InfoSec
policies/procedures are solid.

Set traps to detect intrusions.

Monitor reports generated by your security monitoring tools.
Learn about security standards and operations.

Vigilantly look for unusual activity.
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Standards: Our Guiding Sunlight in the Cloud

* Ensures a comprehensive approach.

* Provides “external world” standard for measurement.

Establishes best practices for technology and operations.

* May be required by law/mandate/contract.
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NIST SP 800-53A

* NIST Special Publication 800-53 is part of the series that
reports on the Information Technology Laboratory’s (ITL)
research, guidelines, and outreach efforts in information
system security, as well as on ITL's activity with industry,
government, and academic organizations.

* Provides a comprehensive set of controls for the
confidentiality, integrity, and availability of a system and the
information it stores.

 Required for FISMA compliance, but also represents a good
overall application/system security standard.
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1ISO 27001

* Published by the International Organization for
Standardization (ISO) as Information technology -
Security techniques - Code of practice for information
security management.

 Provides overall infrastructure and environment best-
practice recommendations.

 More focused on infrastructure and organizational layers
than application security.



