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Agenda

• Threat context – Headlines

• What is cyber security

• Key elements of a cyber security program

• How to prevent rodent infestations

• Quick tips 



records exposed in 2016

29M
858 public 

breaches



$500B
global cost of cybercrime in 2016 



average cost per breach

$4M
$7M

in 
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US



average cost per record

$158
$200

in  
the 
US



global ransomware cost for 2017*
*predicted



of health care industry infected with malware last year



unfilled cyber security jobs by 2021

3.5M
x3 cyber criminals



average days attackers stay dormant before detection





































What is cyber 
security?



Cyber security

“The ability to protect or defend 
the use of cyberspace from 
cyber attacks (NIST glossary).”

NIST







How can you 
achieve cyber 

security?





What are the key 
elements of a good 

cyber security 
program?
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APPENDIX



What Is Information Security?

• Vigilance
• Knowledge
• Risk Management
• Methodology and Policies
• Applied Science/Forensics
• Architecture
• Implementation
• Operations
• Awareness training
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Policies and Procedures

• Account provisioning and de-provisioning
• Classification (public, restricted, sensitive), storage and transmission of 

information 
• What to encrypt and when
• When and how to apply patches
• Software development, code promotion, change management and 

hardware configuration
• Event monitoring, incident response, backups, restore, disaster recovery 

and business continuity
• Assigned responsibility for InfoSec
• End user training
• Sanctions



Layered Defense

• Policies and procedures
• Network segmentation
• Firewalls
• IDS/IPS
• DLP
• Encryption
• Integrity checkers
• Content filtering

• Log aggregation 
• Event Correlation
• Antimalware
• Vulnerability scanner
• Two factor authentication
• Incident response
• Awareness training
• Cyber insurance



The Seven Common-Sense Rules of 
Information Security

1. Don’t provide insecure access to interesting data.
2. Manage vulnerabilities. Verify compliance with security 

standards and regulations.
3. Don’t provide “nests” for hackers.  Ensure InfoSec 

policies/procedures are solid.
4. Set traps to detect intrusions.
5. Monitor reports generated by your security monitoring tools.
6. Learn about security standards and operations.
7. Vigilantly look for unusual activity.
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Standards: Our Guiding Sunlight in the Cloud

• Ensures a comprehensive approach.

• Provides “external world” standard for measurement. 

• Establishes best practices for technology and operations.

• May be required by law/mandate/contract.
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NIST SP 800-53A

• NIST Special Publication 800-53 is part of the series that 
reports on the Information Technology Laboratory’s (ITL) 
research, guidelines, and outreach efforts in information 
system security, as well as on ITL’s activity with industry, 
government, and academic organizations.

• Provides a comprehensive set of controls for the 
confidentiality, integrity, and availability of a system and the 
information it stores.

• Required for FISMA compliance, but also represents a good 
overall application/system security standard.
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ISO 27001

• Published by the International Organization for 
Standardization (ISO) as Information technology -
Security techniques - Code of practice for information 
security management.

• Provides overall infrastructure and environment best-
practice recommendations.

• More focused on infrastructure and organizational layers 
than application security.
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