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Trend Micro Update

Founded
Headquarters
Employees
2009 Financials

Leadership

United States in 1988
Tokyo, Japan

4,800

Sales $1 Billion
Income $300 Million
Total Cash $1.7 Billion

Largest independent security-only
software company

“Global 100 Most Sustainable
Corporations”

Top 3 in Messaging, Web and
Endpoint security

Leader in virtualization & cloud
computing security

TrendLabs

ical Support & R&D Center of TREND MICRO

New malware every 1.5 seconds

- Real-time alerts for new threats

- 1,000+ researchers
- 10 labs & 24x7 ops

Sales by Region
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Product Strategy

Endpoints

Datacenters

TREND MICRO™
SMART
PROTECTION
NETWORK

Security that fits
Consumers SMB
Titanium Worry-Free
* Strong * Safer
e Fast e Smarter
» Easy-to-use * Simpler
e Light

——

Enterprises

&

OfficeScan « More comprehensive protection
DeepSecurity L ° Broader platform coverage
SecureCloud | ° Greater operational efficiency
Other... * Tighter integration

#®) TREND.
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Enterprise Strategy:
Trend Micro Enterprise Security - TMES

Endpoints Datacenters

: TREND MICRO™

: SMART

. PROTECTION
NETWORK

Infrastructure Application Data Security

: : Endpoint
Security Protection Management

Security

3

*Physical "\WWW *End Point *Products *Fat Client
*Virtual HTTP *Network Compliance *Mobile
«Cloud SMTP «Cloud *Event VDI
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Security That Fits: Partner Ecosystem

' TREND MICRO™

: PROTECTION

Threat Intelligence I

SIEM & Network
Vulnerability Mgt Security

Server & Storage

Conﬂguratlon Endpomt
Management Security

\

0
D

everag

\

@ QUALYS' EN[C2 (ﬁﬁ]

nmim
cisco

=
-0
om
o Z
] v


http://images.google.ca/imgres?imgurl=http://www.enterprise.mtu.edu/highschool/partners/logos/ibm-logo.jpg&imgrefurl=http://www.enterprise.mtu.edu/highschool/partners/index.html&usg=___Wq2uCvCekhxtp2wmV74igjjrF4=&h=329&w=329&sz=4&hl=en&start=1&um=1&itbs=1&tbnid=2d1dY_-URTE_GM:&tbnh=119&tbnw=119&prev=/images%3Fq%3Dibm%2Blogo%26um%3D1%26hl%3Den%26sa%3DN%26rlz%3D1T4DBCA_enCA240CA242%26tbs%3Disch:1
http://images.google.ca/imgres?imgurl=http://www.enterprise.mtu.edu/highschool/partners/logos/ibm-logo.jpg&imgrefurl=http://www.enterprise.mtu.edu/highschool/partners/index.html&usg=___Wq2uCvCekhxtp2wmV74igjjrF4=&h=329&w=329&sz=4&hl=en&start=1&um=1&itbs=1&tbnid=2d1dY_-URTE_GM:&tbnh=119&tbnw=119&prev=/images%3Fq%3Dibm%2Blogo%26um%3D1%26hl%3Den%26sa%3DN%26rlz%3D1T4DBCA_enCA240CA242%26tbs%3Disch:1
http://www.bs-solutions.de/img/emc_logo.jpg
http://images.google.ca/imgres?imgurl=http://gudies.files.wordpress.com/2008/11/wipro-logo.jpg&imgrefurl=http://gudies.wordpress.com/2008/11/27/wipro-to-recurits-join-bpo/&usg=__lJatYn7JKdeuljdzJY450ppTMb8=&h=375&w=320&sz=25&hl=en&start=1&um=1&itbs=1&tbnid=-IXsbNPF3WQbSM:&tbnh=122&tbnw=104&prev=/images%3Fq%3Dwipro%2Blogo%26um%3D1%26hl%3Den%26sa%3DN%26rlz%3D1T4DBCA_enCA240CA242%26tbs%3Disch:1
http://www.scrt.ch/imagesite/qualys_logo.gif
http://images.google.ca/imgres?imgurl=http://www.enterprise.mtu.edu/highschool/partners/logos/ibm-logo.jpg&imgrefurl=http://www.enterprise.mtu.edu/highschool/partners/index.html&usg=___Wq2uCvCekhxtp2wmV74igjjrF4=&h=329&w=329&sz=4&hl=en&start=1&um=1&itbs=1&tbnid=2d1dY_-URTE_GM:&tbnh=119&tbnw=119&prev=/images%3Fq%3Dibm%2Blogo%26um%3D1%26hl%3Den%26sa%3DN%26rlz%3D1T4DBCA_enCA240CA242%26tbs%3Disch:1
http://images.google.ca/imgres?imgurl=http://www.enterprise.mtu.edu/highschool/partners/logos/ibm-logo.jpg&imgrefurl=http://www.enterprise.mtu.edu/highschool/partners/index.html&usg=___Wq2uCvCekhxtp2wmV74igjjrF4=&h=329&w=329&sz=4&hl=en&start=1&um=1&itbs=1&tbnid=2d1dY_-URTE_GM:&tbnh=119&tbnw=119&prev=/images%3Fq%3Dibm%2Blogo%26um%3D1%26hl%3Den%26sa%3DN%26rlz%3D1T4DBCA_enCA240CA242%26tbs%3Disch:1
http://www.bs-solutions.de/img/emc_logo.jpg

Cloud Impact to IT Industry

Virtualization : _ 3G Network
Net Devices

ie*

Ubiquitous, Borderless
Data Access, data everywhere

Dynamic Datacenter with
Shared System , share storage

Security

Innovation:

Public Cloud Security that Fits Cloud Application

‘tﬂl_

CLouD
COMPUTING

"~

€
ik

Ownership of Data vs. Computing | . INew Platform for New Apps. Example,
Confidentiality & Access Control P/Veb defacing, SQL injection
- _ r
T m—————
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Long Term Product Strategy Vision
3 components in the new ecosystem

e Threat Trends

* Reputation Services

¢ Global Watch

The
Providers

.

LOUD
COMPUTING

Application Security
Infrastructure Security
Sanitized networking

Data Protection

{ \

TREND MICRO™
SMART
PROTECTION
NETWORK"

The
Broker

-

Off-network/On-network
Customized Response

Event and Incident Management
Remediation Services

Secure web use
Trusted content and applications
Data protection
Multi-Device and OS agnostic

4
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Why is the security broker so import-é'ﬁ';ftﬂ' : t y s

o Attacks are targeted...or not

— Response needs to be real-time, usage-specific, AND
customizable

— Prevention, compliance, and remediation need to be traffic-
aware

e Users are mobile.... or not
— Enforcement and knowledge need to be on/off network
— Data protection is becoming critical

 Vulnerabillities are known but not patched...or not
— Prevention needs to be environment-specific

* The cloud is everything....or not
— Network, physical, virtual, and cloud

\\ Classification 10/19/2010 ~ Copyright 2009 Trend Micro Inc. 8 @
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6) TREND“. . Securing Your Web World
( S MICRO

The Broker
Trend Micro Smart Protection Network

Copyright 2009 Trend Micro Inc.



Security That Fits: The Threat Landscape

Trend Micro provides industry-proven real-world protection

Mean Bloc(@ for SRR Engineered Malware*
1,800,000 &?/ i PROTECTION
NEW _ 1,700,000 e e L
Threat Every W i Eﬁﬁ %go :
500.00¢ 5 TREND
1.5 1,400,00¢ : @ M1CRO ol
Seconds 1,300,00¢ [+
1,200,00¢ : 3
1,10000C & o:
g el '% Symantec Kaspersky
E 80000 © E
o T0pg" B O e
: s © Normar4fee
B_Ic_)cklng g § é . F-Secure
Bllllons Of ; 800/0 §.....................°. ..... ..............................................................
Threats a 5 Panda
Daily 200,00t E
100,00C @ | ‘
¢ %
_— ESET Ave

T%d @ NSS Labs

Security. Certified.

# 1 : ng\é’@ September, 2009
* Data referenced from the NSS Labs
Rea|-WOI‘|d report: Endpoint
1 Security
On l Ine Socially Engineered Malware Protection
1 RUNVA jvgdest Results
TeStlng . o OAVIU IR Total Number of Users Source: AV- TeSt.%?Q;HQW Bg

orporate Products
70% 804 90% 100%
10,344,667

Total Threats Blocked

4,525,805,050
Copyright 2009 Trend Micro Inc. 10 @
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http://www.nsslabs.com/

Firewall

Anti-malware
IDS/IPS

)
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@ NSS Labs

Security. Certified.

Trend Micro #1

TREND MICRO™
SMART
PROTECTION
NETWORK

Traffic Pattern Comparison Total Traffic (KB)

1200

700
200
300 12 34567 8 8101112131415161718192021222324

—Conventional Scan —S8martscan
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Released in 2010: Enteprise-scale Local Cloud Optlon for
File Reputation AND Web Reputation |

FILE REPUTATION
WEB REPUTATION

Query CRC/URL

Immediate response

Internet

Corporate Network

Constant, real-time

_ updates happen
« Privacy mode in the cloud

New: Local Web-reputation:

* Proxy mode

* Improves user experience

ocal Smart Protection
Network Server b)

\ Copyright 2009 Trend Micro Inc )
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Smart Protection Network Key Benefits

Threats blocked before

they reach you network Patented correlation

engines across email,
web, and file

/ Available across all

> Blocks We own all of solutions
_ threats at the
Feedback loop provides their source —
. . technology
customized protection the Internet

Reduces the need
for local signatures

/!

Immediate protection

Significantly reduced
management burden

Reduced bandwidth

— consumption
@TREND‘
Copyright 2009 Trend Micro Inc. 13 MICRO



Hosted

Email Trend
mal Micro
(non-Trend Messaging
Micro) Gateway
we@ @ B R
Perimeter Trend
Firewall Micro _
(non-Trend ScanMail

Micro)

\ Copyright 2009 Trend Micro Inc. 14

. TREND MICRO™
;‘9 : SMART
Trend ¢/) : PROTECTION
Micro : NETWORK

OfficeScan

Targeted Attacks
Need Custom
Protection
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Trend Micro J— - -

Solution Overview e

Security
Updates

v

Cloud

SIEM
Alerts

Vulnerability . . ’
: Virtual \
X ?Info ,’/ - Agent *

P Appliance

—> 7 i .\ Virtual

Securify’ProfiIes AN \
| &0pdates |l N TrendLabs

Global Technical Support & RED Center of TREND MICRO

TREND MICRO™
SMART
PROTECTION
NETWORK

: TREND MICRO™ < --------
(Local) Q CSMART . emmmmmmmmmmm b mmm oo 3 _ _
@ PROTECTION ﬁ. PhySICa|



6) TREND“. . Securing Your Web World
( S MICRO

The Users
Multi-Device Mobile Computing Protection

Copyright 2009 Trend Micro Inc.



The user conundrum

RFI Process | heed ..

NS

Zero-day/HIPs

Mobile

Encryption

Data Leakage

PO Process

eg

1,2, 3

Copyright 2009 Trend Micro Inc.

Il buy..

NS

Performance

Ease of
management



Why are you switching endpoints ?

Big footprint/slowed systems/PCs
Effectiveness

Poor support
Updates/patternfiles not reliable
Cost

Lack of/poor central management

Difficult to manage

IIIII”

0% 5% 10% 15% 20% 25% 30% 35%




Our view of market evolution

End Point Revolution

Increase End Point Coverage and market
share and upsell data protection modules.

20%

Mobile device/Lig

80%
Desktop/Fat Laptop

Dumb Ti inal/B VDI
umb Terminal/Browser/ 159%
ht Computing
45%
35%
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Endpoint Roadmap Priorities fo; 201

ICIient and network performance

IPIug-in architecture for flexible add-on security
Ilntelligent multi-device computing security

IOﬁ and on-network policy enforcement

ICommand center and SIEM integration




6) TREND“. . Securing Your Web World
( S MICRO

The Providers
Physical, Virtual, Private, Public, and Hybrid

Copyright 2009 Trend Micro Inc .



The Evolving Datacenter

Lowering Costs, Increasing Flexibility =~ "o

Private Cloud -~

Virtual

Outsourced
Physical T L *Metered
Multi-Tennant *Shared Resources
*Charge Back . sData Mobility
*Multi-Hypervisor
*Data Sharing

Consolidation
*Cost Center
*Single Hypervisor

Traditional _*Data per App
Datacenter

Network & Infrastructure Security Need To Evolve

N
- #9) TREND
\ Copyright 2009 Trend Micro Inc. MICRO



“Typical” Customer Virtualization Evolution

Stage 1
Consolidation

DC Consolidation

- Non-mission critical
base applications
- Standardized hypervisor
- VM Management

N

Stage 2
Expansion & Desktop

Desktops

Servers

il

Mission critical applications
&
Endpoint Control

- Performance becomes critical
-API| and advanced
management use
VDI sampling
-Enhanced Compliance controls

Stage 3
Private > Public Cloud

85%

4

70%
(

Public and private cloud

- Multi-hypervisor
-Virtualized storage
-Multi-tenancy
-Workload Management
-Dedicate or Burst to public

GET TECHIE



Phase 1 Security Challenge

Perimeter-only (“Outside-in") approach together with
rapid virtualization have created less secure application
environments

Through 2012, 60% of virtualized servers will be less secure than the physical
servers they replace.

“Addressing the Most Common Security Risks in Data Center Virtualization Projects” Gartner, 25 January 2010

~—
\ e
; Copyright 2009 Trend Micro Inc . 24 MICRO




Virtualization

|
—)

Virtualization

Virtual
Anti-malware Appliance

Firewall

IDS/IPS

C/

R Firewall
< Internet Anti-malware
_——_

IDS /IPS

: TREND MICRO™

: SMART
“4 : PROTECTION
: NETWORK

.

.

Ll

* =
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Tying it all together: —
Case Study — Virtual Application Patching and Compllance

. <l
Export Intelligence to SIEM Detailed Reports: | ==
And VCenter e Compliance repor.
A e Executive Summary

. SMART * Root-cause Analysis
_.- : FPROTECTION P = —
: NETWORK —

Known Exploit
“Virtual Patch”

\éUIr:frabi(l::ty . '°"-.,.'Deployed Threat Monitoring
ontirme RN : and Security Planning
- eVulnerability Analysis
Attack Center e Exploits examined
* e DPI signature created

* Deployment Advisory

......
cens
ces
ces
e
......
.o

Instant-
virtual machine

DataCenter

amazoncom .,


http://www.microsoft.com/

“Typical” Customer Virtualization Evolution

Stage 1 Stage 2
Consolidation Expansion & Desktop

85%

@ Desktops
\ s

Servers

s
vw
ety

DC Consolidation Mission critical applications
&
Endpoint Control
> Non-missiqn gritical - Performance becomes critical
base applications -API and advanced
- Standardized hypervisor management use
-VM Management VDI sampling

-Enhanced Compliance controls

GET TECHIE



Phase 2: Security Challenge

"Virtually unaware” traditional security architectures
eliminate the benefits of VDI and virtualized mission-
critical applications



Phase ll: Concern
Server Performance

Firewall
Security VM IDS / IPS
Anti-Virus
App App App Integrity
Monitoring
0OS 0OS OS

VMsafe APIs

e Protect the VM by inspection of virtual components
e Unprecedented security for the app & data inside the VM

e Complete integration with, and awareness of, vMotion,
Storage VMotion, HA, etc.

o
\ Copyright 2009 Trend Micro Inc. @
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Deep Security Platform R

Reporting Module & <

L4

Reports Security

Updates

Threat Feed @ ZHio

Deep Security Virtual Appliance

IPS/Firewall
File Scanning [ virtual |
File Integrity | epteace

Virtual Patching
SIEM Connector

VMS Virtual Appliance

@) Deep Security Agent Vulnerability &

IPS/Firewall .
File Scanning [ virtual |

Compliance Scanning

PhySicaI File Integrity . ﬁ::liat:-fe !
Virtual Patching - S0l |

SIEM Connector Virtual

- N
= \ b) seRe
Copyright 2009 Trend Micro Inc. MICRO



Security Spotlight #1.
Resource contention

Trend Micro
Security
Virtual Traditional Anti-virus Increased consolidation
Appliance
p V|\/|v VMV' VMV vw.v VG SPURGRICONTGRION /v
/ Perf@rmanc

, _

I

Trend Micro VDI solutions more than
double the hosts per server




Summary of Phase Il Solutions

Physical, virtual and cloud in one platform

Light and lean agents when deep visibility is required
— Using cloud-client architecture

Hybrid application security

— Cloud-based for scale, on-premise for protection

Agent-less option for application & server performance
— Using virtualization APIs

« Architecture optimizes performance across entire
Infrastructure
— Processes are “virtually-aware” across CPU, network, and storage
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“Typical” Customer Virtualization Evolution

Stage 1
Consolidation

DC Consolidation

- Non-mission critical
base applications
- Standardized hypervisor
- VM Management

Stage 2
Expansion & Desktop

Desktops

Servers

s
vw
ety

Mission critical applications
&
Endpoint Control

- Performance becomes critical
-API| and advanced
management use
VDI sampling
-Enhanced Compliance controls

Stage 3
Private > Public Cloud

85%

4

— @
70% .

Hybrid and
selected public cloud

- Multi-hypervisor
-Virtualized storage
-Workload Management
-Burst to public

GET TECHIE



The Public Cloud: h | !: .
Who Has Control? How Secure is the Data?

Servers Virtualization & B Public Cloud Public Cloud Public Cloud
Private Cloud laaS PaaS SaaS

. T P o’ T,
| "'i‘ir.- e s~ S T 8 e "5
. Sug .:.
g ey Ty Ny
. =“'=*. S -’ eZe®h rzzh‘ S P Pt r".zs‘_ Sare” - i
H 4. ": L . H S s, H 2 H : Sale, 8 0007 H
5.. . ‘“‘:’:"’. ."J S-. Gl.::‘::’o . -“.. ..:‘- cd e
- - - - -
. -‘~.= ."“ --"'-i.".‘ ""--i-"‘.
End-User (Enterprise) B Service Provider

Company

T Auedwo)
¢z Auedwo)
¢ Auedwo)
¥ Auedwo)
G Auedwo)
u Auedwo)

Shared CPU
Shared network

Shared storage

|
|
|
|
|
|
|
|
|
|
|
|
|
I
S
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Phase 3: Security Challenge

How do | protect data in a virtualized and multi-tenant
storage environment (private, hybrid, or public cloud) ?



Security Spotlight #2:

Virtual Machine

Workload Key Issues
Application > Availability
VM i Vi 001000?(?;[;01010 - Integrity / Privacy
0010101001001101
ngsr?;irgg > Availability
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Security Spotlight #2:
Full Workload Encryption

Data Theft

001000101

=
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Security Spotlight #2:
Full Workload Encryption

Data is Protected

VM VM 001000101 |l mmmmmmm—————

Full Workload Encryption

=
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All Phases: Architecture Security Challenge

How do | bring it all together in a manageable way
across virtualized, private and public cloud
environments?



p— ——

i

Public Cloud

True hybrid computing C Computing

* Integrity Monitoring
* Encryption

C/

R )

————————————\

f"""""—_—'"""—"'\
Virtual ! ‘m [m‘ [—”m [W‘I
. . i _i — 6 Agent-based protection
Anti-malware Appliance - ' .

_ | ' * Anti-malware
Firewall i I [ « Firewall
IDS/IPS : |

i .

i DMZ l IDS/IPS
\

4

!

[ {

oy 2l mmmr‘-@u
Firewall " Il' IF “ ;lﬁ:[é_hl‘_llcm"

Internet Anti-malware 4 E PROTECTION

' . NETWORK
DS / IPS Mission Critical Servers | :

'l—-—-—-—-—-—-—-—-—-—-—-—-/

.&_@_._._._._._’.’_._.‘
|| ‘. g
|

Endploints

SETF s P TP s P T s P T e P T i\
¢ MY 2 P 0T P T P T P P

N —— ——  —— —— —— 6 TREND
Copyright 2009 Trend Micro Inc. 40 J MICRGO



Next Generation TN
SeC u |‘|'ty -_“.__........éomputing

---------------------------------------------
*
[]

[E]""“Jm__‘ @‘WJVME

()
v v

Firewall

( Internet ’

Anti-malware

IDS /IPS

—

----------------------------------------------

---------------------------------------------

vV v

Mission Critical Servers

. TREND MICRO™
: SMART

. PROTECTION
: NETWORK



“Typical” Customer Virtualization Evolution ==

Stage 1 Stage 2 Stage 3
Consolrdatron Expansion & Desktop Private > Public Cloud
& A L - ™ ™ /g

70%

Servers

ez
vw
e

Secure Architected Data secured
the for prior to
workload performance mobility

OfficeScan 10.5
Deep Security

Deep Security SecureCloud

Optimized Cloud Security Architecture

Smart Protection Network

GET TECHIE



o T ——
Virtualization needs virtualization s

Massive Cost Reduction

Speed and Business Impact

Expertise and Performance

NEEDS A "BETTER-THAN-PHYSICAL”
CLOUD SECURITY ARCHITECTURE

:_ \ Trend Micro Confidential10/19/2010 ~ Copyright 2009 Trend Micro Inc. 43 "J MMMMMM



6) TREND“. . Securing Your Web World
( S MICRO

Tying it All Together with Management and
Services

Copyright 2009 Trend Micro Inc.



Services/ Security

Components of Trend Micro Services Management

Security services that strengthens an organization’s ability to deal with incidents:

. Threat
* Threat Discovery R | et
“) : PROTECTION M, Advisors
NETWORK

* Threat Containment

* Threat Remediation

* Incident Command Center £

e Integration with SIEM

at
Core Switch

ce

— ¥, TREND,
Copyright 2009 Trend Micro Inc. 45 - MICRO



CIO Insight Vendor Value
Survey

... Delivering Required Support
1. Cisco

2. NetApp

3. Trend Micro



Threat Discovery Technology

Malware
Engine

Known
Malware

Data
Leakage
Engine

Data
Leakage

Network
Content
Inspection

Engine

Malware
Activity

Network Virus
Engine

Network-
based
Threats

Web
Reputation
Services

Web
threats




Next Generation Manageme'h_t;

e =E ey MEATRIe 10400 3

A picture Is worth a
thousand words

* Track the attack in action

e |dentify the attack

e Understand the source

* Determine steps to remediate
e Understand root cause
 What was exploited

* Implement prevention

'y v i
, i ¥
e - A
- ! : '
".
Y
S . :_'_'..-____. g ¥
. ikenD
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Incident Command Center

TREND MICRT | Threst Managemant Services | Exscune fugen

Highlights

BUSIMNESS RISKS
> High risk of Information Loss ‘
= High rizk of System Compromise overall Risk Level - High

¥ High risk of Infecticn Spread

DATA LOSS STATISTICS grossenes e e E e e e EE JPele o mm o s o o R B AR A AR AR AR A AR A AR A RRE s a AR, .
¥ 7incidents of data leakage {see appendix for more information) 7 |nc|dents Of data Iea kage :
F The following compliance regulations may have been violated: .
o PCL, Pl and SB-1386
....... RIVEITTS T ————

¥ T endpoints are leaking confidential information

¥# 33 endpoints are infected with makhware

# A endpoints are running disruptive applications

¥ 23 of the infected endpoints are from Department_Y

INFECTION SOURCES
# 1206 malicious website visits
# 153 malicious emails received
¥ 32 malware threats downloaded to endpoints

MALWARE THREAT STATISTICS . 12 endpoints are infected with network worms

# 12 endpoints are infected with network worms

e s o MRl b i B . 9 endpoints are infected with IRC bots

e . 7 endpoints are infected with Spam bots
¥ 5 endpoints are infected with Information 5tealing malware H

.................................................................................... 5 endpoints are infected with info stealing malware

POTENTIAL RISKS
358 endpoints are viewing streaming media

ki

w

99 endpoints are running |M applications
1 endpoint is running peer-to-peer applications

\ Copyngnt 200y Trend Micro Inc. 49
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Tying the model together — Threat Manag
Case Study -- IRC Bots

Export Intelligence to SIEM . eLuI
P i Detailed Reports: | =

e Incident Analysis -

 TRENS M e . e Executive Summary
: SMART — :
@ : PROTECTION * Root-cause Analysis
NETWORK : =
¢ o PP

Command & ‘ﬁ' A.
Control Server i

-

Threat Analysis

o .

S .

S .
.

Threat Monitoring
and Security Planning

£ ¢ Threat Confirmed Inforn;1 Cleanup

3 : e Pattern-free clean up
e Root-cause analysis
e Remediation Advisory

..
.......
..
*e
.....
.....

Infected USB

f\g& With IRC BOT



South Korean Botnet Attack — July 4th 2009

Friday,Juty 10, 2009 - a= FIUUGS) M2 x

THE WALL STREET JOURNAL.  TECH =
o Al
Cyber Blitz Hits U.S., Korea Sl N
Simple Attack on Government, Businesses Exposes Vulnerability; Pyongyang Suspected ;ﬁ: —':i ;:__ﬂ
' N N2
Ehe New York Eimes 1 : ¢
. Technology Wi
Cyberattacks Jam Government and Commercial Web
Sites in U.S. and South Korea 4 .‘3\

N

 Korean eBay Auction site shut down for 72 hours

 Hackers tried to shut down entire South Korean National Infra.

« Several Government sites shut down or compromised. Data destroyed.

o Cabinet Ministerial Level task force setup. Annual budget 25 M dollars.

6 Government Ministries set up to adopt anti-botnet initiative.

 Trend Micro chosen by Ministry of Education & Ministry of Public
Administration
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Trend Micro Data Loss Prevention Solution Vig

CITRIX' vmware" Hyper-V 3 ?
| Syslog |

if

| i

;HI”
I

ArcSight<t

o
e
RSA
The Security Division of EMC —
Iogloglc,
-
&
. =l = N . Microsoft* - = ]
';ren((:jl k/l/ll_cro IIDLtP Netwci/:/kb - E ! 1= SharePoint =
rend Micro Interscan Web Security = = =R ° : _ —
. . . = e, p— e, TH T,
Trend Micro Interscan Messaging Security A h documentum - ] (‘—*‘] , S

Trend Micro ScanMail for Exchange
Trend Micro DLP Endpoint

Gateway Level Data Loss Prevention E Trend Micro OfficeScan
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Long Term Product Strategy Vision=
3 components in the cloud ecosystem

e Threat Trends

* Reputation Services

¢ Global Watch

The
Provider

LOUD
COMPUTING

Application Security
Infrastructure Security
Zero-trust networking

Data Protection

. ) —

SMART

NETWORK"

The
Broker

-

* TREND MICRO"

PROTECTION

» Off-network/On-network

e Event Correlation

e Event and Incident Management
e Remediation Services

Secure web use
Trusted content and applications
Data protection
Multi-Device and OS agnostic
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Why we think we offer the best sééhl] r

e Security iIs what we do and ALL that we do
e The platform change is here.....or not

* WWe have a significant lead in the new platform protecting
the provider for the cloud and from the cloud

 \WWe have the best architecture to secure the multi-device
mobile computing user

« \We are the only real-time, custom, environment-specific
security broker -- with services to match

 Our model can deploy anywhere — public, private, or hybrid
* It can scale to any size

e It is built for speed

.W model of the.future.... ¢/
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