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What Is a Composite Adversary Force

Composite Adversary Force Members are appropriately equipped and
trained mock attackers with the required physical abilities to engage the
licensee security force with a designed based threat (DBT)

 The adversary team will perform the normal physical and tactical activities
such as movement, communication and carrying of simulated explosives and
equipment required to accomplish their assigned mission, which is an attack
on a nuclear power plant

 The adversary team is trained in small unit tactics and scenario planning
* Typically, the adversary force is from the licensee’s security force, from other
nuclear plants or from local law enforcement tactical response units
* Regulatory Guide 5.75
- Nuclear Regulatory Commission (NRC) established criteria
- Training and Qualification of Security Personnel at Nuclear Power Reactor
Facilities
- The General Requirements Are In Accordance with 10 CFR (Code of
Federal Regulation 73, Appendix B
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Requirements of a CAF Member

Requirements as example of Exelon’s Program

* A current Security Officer or external law enforcement office with tactical adversary training
* Force member may have no more than 1 failure on any range qualification in prior 12 months
* No serious discipline
* Approved medical examination
* Pass the PFT (Run one mile in @ maximum acceptable time of 8.5 minutes and a 40 yard prone-
to-run dash with a maximum acceptable time of 8 seconds)
= Adversary Team Members
= Volunteer (any member of your security force may volunteer)
=  Must try out
=  Only physically fit members are chosen
=  Must meet minimum fitness test requirements
=  Must successfully complete the Adversary Training Course (ATC
- Maintain unescorted access

- Participate and support all activities regarding tactical drills, FOF exercises, NRC Triennial FOF
exercises and all support defensive strategy objectives

- Maintain all qualifications
— Maintain issued gear and uniforms
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Additional Licensee Responsibilities

* Force-On-Force Exercises
- Integrated response exercises that include the participation of the
licensee’s response force executing the protective strategy against an
opposing force (CAF)
- Requirements specify annual Force on Force and tactical drills
= Your Corporate Security or Leadership are responsible for Governance and
Oversight of the program
= Safety of the Program for both the CAF and the Sites Security Force
= Physical contact should occur only after a participant has been disabled
= No attempts should be made to disarm an opponent in any way
= All ascents and descents from elevated positions will involve ladders,
stairways or other safe methods
= All exercise controllers and participants will be briefed on all hazards
= Participants should monitor their own condition for overexertion
= Anyone observing an injured or ill participant should immediately call a
time out
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Reality: Participants of the Force on Force Drills including the
CAF and the Sites Security Response should observe the
deadly force rules of engagement as authorized by Federal or
State Law and Defined by Station Policy

* Both the CAF and Site Security Response Teams are trained in
para military engagement/response/tactical armed to armed
combat

* In accordance with Section VI, paragraph E.1.e, of Appendix B
10 CFR Part 73, each licensee must ensure that all armed
members of the security organization are instructed on the use
of force continuum, including the use of deadly force as
authorized by applicable State Law. And, each member must
thoroughly understand the proper use of force within the force
continuum.

e Clearly, both Site Security and CAF members engage in para
military response and extremely physical activity
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Para Military Response = Medical Examination

 There is no specific Medical Examination for the CAF Member

* Reg Guide 5.75 speaks to both Armed Security and Force on
Force Training; including the Composite Adversary Force

* Under Section 2.3 Physical Examination the Reg Guide states
all individuals who are performing security functions for the
security organization must be subject to a physical examination
administered by a licensed health professional, with final
determination being made by a licensed physician

* The purpose of the medical examination is to verify the
individual’s physical capability to perform assigned duties

* Both the Site Security Force and the CAF member require the
ability to physically engage in Para Military response. The CAF

Member must pass a more rigorous physical fithess or agility
test
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Medical Examination; Understanding 10 CFR Part 73 App B

e Vision and Hearing
* Distant Vision Acuity
* Near Vision Acuity
* Color Vision
 Hearing
e Existing Medical Conditions
— No established medical history or medical diagnosis of existing medical
conditions that could interfere with or prevent the individual from
effectively performing assigned duties and responsibilities
e If a medical condition exists the individual must provide medical
evidence that the condition can be controlled with medical treatment
in a manner that does not adversely affect the individual’s fitness-for-
duty, mental alertness, physical condition or capability to otherwise
effectively perform assigned duties and responsibilities
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Medical Examination

 Addiction

* |ndividuals should not have any established medical history
or medical diagnosis of habitual alcoholism or drug addiction
including abuse

 Where this type of condition has existed the individual must
provide certified documentation of the completion of a
rehabilitation program that would give a reasonable degree
of confidence that the individual would be able to perform
assigned security job duties. Additional Commission
requirements for certification regarding fithess-for-duty under
10 CFR Part 26

7 Presentation Title “- Exelon ¢



Medical Examination

e Other Physical Requirements
* Incapacitation or Short Term Disability due to iliness or injury
* Before returning to duty officer must provide documented
medical evidence of recovery and ability to perform their
duties and responsibilities

* Licensed healthcare professional familiar with the specific
physical demands of security-related duties at a nuclear
facility should concur that the individual is able to perform
assigned duties before the office are allowed to return to a

duty status
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Medical Examination

* General Psychological Qualifications

* Officers must demonstrate the required psychological

qgualifications consistent with the ability to carry a weapon
- No Mental Health Diagnosis
- No Behavioral Issues

- Where past or current history exists a full face to face psychological
interview should occur

- No side effects of mental health medications
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Additional Tools

* Face to Face Psychological Assessments

* Neuropsychiatric Testing

* Forensic Psychology/Consider a Forensics Assessment
* Fitness For Duty Assessments by a Psychologist

* Violence/Behavioral Assessments

 Peer Reports/Behavioral Observations

 Performance Reviews

 Endurance Testing
 (Cardiac Stress Test
e Treadmill Endurance
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